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INTRODUCTION

This Regulation has been made in accordance
with and taking into account the provisions of
the Constitution of Ukraine, the Law of Ukraine
“On Personal Data Protection”, the Law of
Ukraine “On Charitable Activities and
Charitable Organisations”, other legislation of
Ukraine in force, as well as the practice of the
UN  Humanitarian  Cluster.  Charitable
Organisation “Malteser Relief Service in Lviv”
(hereinafter referred to as the “Organisation”) is
committed to respecting the confidentiality and
data protection of all beneficiaries and
employees, whose personal data it processes.
This document serves as a tool for employees of
the Organisation, who are responsible for
processing personal data. Personal data must be
stored in a form that allows for the identification
of data subjects for no longer than it is necessary
for the purposes, for which the data are
processed.

Personal data are processed for the purpose of
accounting for the quantity and quality of
charitable assistance provided, monitoring and
auditing the effectiveness and purpose of
charitable assistance provided, collecting
statistics, reporting, taxation, personnel records
and other grounds provided for by the
legislation of Ukraine in force.

Data subjects have the right to access, rectify or
request deleting their personal data, in some
cases before the maximum storage period
expires. This document provides guidance on
how to define and comply with the management
and storage periods for personal data. It applies
to all personal data the Organisation processes
and stores in both paper and electronic files.

Regarding issues not regulated by this provision,
the Organisation will be guided by the
provisions of the effective legislation of
Ukraine.

BCTYII
Ie ITonoxeHHs CTBOpeHe y BiAMOBIAHOCTI Ta 3
BpaxyBaHHIM NI0JI0)KEHb Koncrurymit
Vkpainn, 3akoHy VYkpainm «IIpo 3axucr

MEPCOHAIILHUX JaHUX», 3aKoHy Ykpainu «IIpo
OnarogiiiHy  misnbHiICTP 1 Gmaropiiisi
oprasisauii», iHIIOro AiF0YOro 3aKOHOJABCTBA
VkpaiHM, a TakoXX NPakTHKA T'yMaHiTapHOTO
kiactepa OOH. Bnaroniiina oprasizaiis
«Mansrtiiiceka ciyx6a ngonmomoru y JIbBOBi»
(Hamani  3a  TekcroM -  OpraHxisaris)
3000B'SI3y€TbC  PETENBHO  CTaBUTHCA IO
KOH(}iNeHIiifHOCTI Ta 3axWcTy MAaHUX YCiX
OeHediuiapiB i mpaIliBHUKIB, YMi MEPCOHAIBHI
naHi BoHa oOpoGnse. Lleit mokymeHT ciyrye
iHCTpyMeHTOM s mpaniBHUKIB Opranizarii,
Ha SKHMX MOKJIAJAI0ThCs 00O0B’A3KH 0OpoOKH 3
nepcoHalbHUX JaHuX. IlepconaneHi jaHi
NOBUHHI 30epiraticsa y ¢opmi, sika I03BoJIsiE
ineHTH(iKyBaTH Cy0'eKTiB JaHWX, HE OBIIE,
HDK I1€ HeOOXiIHO I LiJIeH, s AKMX I JaHi
00pOOIAIOTEC.

OG6po0ka nepcoHANBHUX JAaHUX 3iMCHIOETHCS 3
METOI0 OOJIiKy KUIBKOCTI Ta SIKOCTi HamaHOI
OnaromiiiHOi OMOMOTH, MOHITOPMHTY Ta
ayouTy  e(eKkTHBHOCTI Ta  LJIBOBOTO
NPU3HAYECHHS HaJlaHOi OJarofiifHOl AOMOMOTH,
300py  CTaTHUCTHYHUX  JaHHX, IMOJaHHS
3BITHOCTi, ONOJATKYBaHHSA, KaJpOBOro OOJIKY
Ta 3 IHIUX MiACTaB nepeadauyeHux YHHHHM
3aKOHOAABCTBOM YKpaiHM.

Cy6'ekTH [NaHUX MalOTh NPaBO Ha JOCTYII,
BUIIPABJICHHs1 a00 BUMaratu BHIAJICHHS CBOIX
NEPCOHATBHUX JaHHUX, B OKPEeMHX BHIIagKax
paHilie, HDK 3aKiHYyeThCS MaKCHMAaJbHHIA
TepMiH 30epiranHsa. Lleii ITOKYMEHT MiCTHTH
BKa3iBKM IOAO BHM3HAYEHHSI Ta JOTPUMAHHS
yIpaBTiHHS Ta CTPOKiB 30epiraHHs
NEepCOHATIBHUX NaHUX. BiH 3acTocoByeThCS 10
BCiX NEpPCOHANBHUX NaHuX, siki Opraizamis
00pobise i 30epirae K y manepoBHX, Tak i B
€JIeKTPOHHUX (aiinax.

CrocoBHO NHTaHb, HE BPETYJIHOBAHHX UM
noynoxeHHaM, OpraHizamis KepyBaTUMETbCSA
NOJIOXKEHHSIMH ~ YMHHOTO  3aKOHOJIABCTBA
Vkpainu.



This Regulation is set out in Ukrainian and
English. In case of discrepancies between the
English and Ukrainian versions, the Ukrainian
version will prevail.

The content of the sample documents set out in
the Annexes to this Regulation may be
expanded if required by the provisions of the
law.

The terms used in this Regulation have the
following definitions:

Personal data are information or a set of
information about an identified or identifiable
individual.

Consent on processing personal data is a
voluntary expression of will of an individual
(subject to their awareness) to grant permission
to process their personal data in accordance with
the formulated purpose of their processing
expressed in writing or in a form that allows to
conclude that consent has been granted.

Processing of personal data is accumulation,
storage, adaptation, modification, renewal, use
and dissemination (distribution, sale, transfer),
depersonalization of personal data, destruction
of personal data, including with the use of
information  (automated) systems, other
confidential information of personal data of the
personal data subject and any other data
provided in the process of questionnaires and
monitoring the quality of charitable assistance
provided.

GDPR is a regulation adopted within the
framework of European Union legislation aimed
at ensuring the protection of personal data of
citizens of the European Union and regulating
the process of processing such data by
companies, which entered into force on 24 May
2016. It establishes the principles of dealing
with data; features of users’ consent to such
processing; users’ rights regarding their
personal data; details the procedure for
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Ile TlonoxenHs BUKJIaAEHE YKPaiHCHKOIO Ta
AHIJTIHCHKOIO MOBaMH. v BUMAJIKY
po30ixKHOCTEH MK  aHIJIHCBKOI0 — Ta
YKpaiHCBKOIO BEpCisIMH, TIepeBary MaTHMe
BepCis, BUKJIJEHa YKPaiHCHKOIO MOBOIO.

3MiCT 3pa3KiB JOKYMEHTIB, BHKJIAJCHHUX ¥
Honatkax no uporo IlonoxkeHHs, Moxe OyTh
pO3IIMpeHuii, AKOI0O  TOr0  BUMArarTh
TOJIOKEHHS 3aKOHO/IaBCTBA.

BusHaueHHS TepMiHIiB, IO BXHMBAIOTBECH Y
upomy IlonoxenHi:

IlepconanbHi Aani - BitoMOCTi YK CYKYNHICTh
BifoMocTelt mpo  ¢ismuHy o0coly, sKa
inenTudikoBaHa abo Moxe OyTH KOHKPETHO
inenTudikoBaHa.

3roga Ha 00poOKy mepcOHANBHHX JAHHX -
JOOpOBiIbHE BOJIEBUSBJICHHS (i3UYHOI 0CcOOH
(3@ ymoBm 1 mnoindopMoBaHOCTI) IIOAO
HaJJaHH$ 103BOJIy Ha 00poOKy 1 mepcoHaIbHUX
JaHMX BiAMOBIIHO 10 chopMyTLOBaHOT METH 1X
00poOKH, BUCIIOBIIEHE Y MUCEMOBi#i (hopmi aGo
y dopmi, 1o Jae 3MOry 3pOOUTH BHCHOBOK IIPO
HaJlaHHA 3TOfH.

O6pobxa MePCOHAJTbHUX
HaKOMHWYEeHHsA, 30epiraHHs,  ajanTyBaHHA,
3MiHy, TIOHOBJEHHS, BUKODHCTaHHSI  Ta
MOUTHPEeHHS  (PO3MOBCIOMKEHHS, peali3alliio,
nepenavy), 3HEOCOOJEHHSA  IEPCOHANBHUX
JaHUX, 3HUIIEHHS NEepCOHATbHUX JaHHX, Y
TOMY YHCJi 3 BUKOPHCTaHHAM iH(opMaIiifHuX
(aBTOMaTH30BaHMX) CHUCTEM, iHmof
KoH(pineHUiliHOT iHpoOpMAaIil NepcOHaTBHUX
JaHUX Cy0’€KTa NePCOHANBHUX JaHUX Ta OyIb-
SKi iHImI fgaHi, OO0 HAJAIOTBCI B MpOIECi
aHKETYBaHHS Ta MOHITOPUHTY HaIaHHS SKOCTi
HaaHO1 OJ1aroAiHOT TOTOMOTH.

AaHHUX -

GDPR - 1ie pernmaMeHT, NpUIHATHI B MeXKax
3aKoHOJaBcTBa €Bpomnelicekoro Coro3y, 10
COpsAMOBaHMI Ha  3a0e3Me4YeHHA  3aXHCTY
NEePCOHAIBHUX JIAHUX rpoMaJsiH
€pponelicekoro Coro3y Ta BperyJOBaHHS
nporecy oOpoOKHM TaKMX HaHWX KOMIAHisIMH,
mo HalyB YMHHOCTI 24 TpaBHa 2016 poky. Bin
BCTAHOBJIOE TPUHIMIK pPOOOTH 3 JaHHUMH;
0COOJIMBOCTI 3ro¥ KOPHCTYBa4iB Ha TaKy
o0poOKy; mpaBa KOpPHCTYBa4iB IOJO 1X
NEPCOHANBHUX JaHUX; JeTali3ye MOpAIOK



collecting, processing and storing such data for
controlling Organisations, etc.

1. ACCESSTO DATA

The right to collect and process personal data of
employees is vested in the Director and his/her
Deputies, employees of the HR and Accounting
Departments, as well as other persons in
accordance with the relevant order of the
Organisation.

Only employees who have necessity to access
personal data (its part) because of the
performance of their professional, official or
labor duties and who have signed an obligation
not to disclose such data have access to the
personal data of the Organisation’s
beneficiaries.

To obtain access to data, the employee must
contact the HR Department or another employee
of the Organisation responsible for processing
personal data, stating the reasons and the period
for which such permission should be granted.

If volunteers are involved in the collection and
processing of personal data, such collection and
processing of personal data is carried out by
volunteers on the basis of an order of the
Organisation indicating the volunteers’
supervisor from among the employees of the
Organisation, who is responsible for the
volunteers’ work, and in the presence of a
volunteer agreement concluded with the
volunteer(s) and a non-disclosure obligation
signed by the volunteer(s).

2. TRAINING OF EMPLOYEES
INVOLVED IN THE COLLECTION
AND PROCESSING OF PERSONAL
DATA

Employees involved in the collection and
processing of personal data undergo mandatory
regular training and refresher courses on the
collection, storage and processing of personal
data. Training of employees must be regular and
must cover all aspects of personal data
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300py, 00poOKu Ta 30epiranHs TaKKX JaHUX JJIs
KOHTPOJIIOIOYMX OpraHizawiii Ta iH.

1. JOCTYI 10 JAHUX

IlpaBo Ha 36ip Ta 0OpOOKY mepCOHATBHUX
JAHUX TIPALliBHUKIB MaloTh J[UpeKkTop Ta iioro
3aCTYNHMKH, NpaIiBHUKK BiJALly Kapis,
Oyxranrepii, a Takox iHImI o0co0M 3rimHO
BiZMOBiHOrO Hakasy mo Oprawizarii.

JocTtyn 1o nepcoHalibHUX MaHux OeHedimiapis
Opranizaiii MalOTh JIMIIE TNPaLiBHUKH, SKi
MalTh NoTpedy Yy JOCTymi NepCOHAIBHHX
JaHuX (i YaCTHHU), AKi HEOOXiqHi iM y 3B’SI3KY
3 BUKOHAHHAM CBOiX mpodeciiiumx uu
ciry0oBUX abo TpynoBux OGOB’S3KiB, Ta SKi
nifnucany 3000B'I3aHHS PO HEPO3TOJIOIICHHS
LUX JAaHUX.

IITo6 oTpumaTH JOCTYN IO JaHMX MNpPAaLliBHHUK
MOBUHEH 3BEpHYTHCS N0 BiIALTy KaapiB abo
iHmoro  BigmoBiZaJbHOrO  3a  OOPOOKY
NEPCOHANBHUX JaHUX NpariBHuka Opranizarii
3 BKa3aHHsAM IIpUYHH, CTPOKY Ha AKHAMA Lei
J03B11 Ma€ OyTH HagaHMId.

B pasi 3amydeHHs no 36opy Ta oOGpoOKu
NEepCOHANIBHUX AAHUX BOJIOHTEpPIB, Takuii 30ip
Ta 00pobka MEPCOHATEHUX IaHUX
3/IiiCHIOEThCS BOJIOHTEPAaMH Ha MiJCTaBi HaKasy
no OpraHizauii 3 BKa3aHHAM KepiBHUKA
BOJIOHTepa(-iB) 3  4YMcia  MpaIiBHHUKIB
Oprani3aiii, BigmoBizareHOro 3a poGoTy
BOJIOHTEpA Ta 3a HA’BHOCTI YKJIAaIEHOro 3
BOJIOHTEPOM(-aMH) JIOTOBOPY npo
IIPOBA)KCHHsI BOJIOHTEPCHKOI [MisUTBHOCTI Ta
HiJMKACAHOTO BOJIOHTEPOM(-aMH) 3000B’ I3aHHS
IIPO HEPO3TOJIOIIECHHS JaHHX.

2. TIATOTOBKA IIPAIIIBHUKIB
3AJIYYEHHUX JO 350PY TA
OBPOBKH ITEPCOHAJILHIX
JTAHHX

IpaniBauku 3amydeni go 36opy Ta oOpoOKu
MEPCOHANBHUX JaHWX MPOXOIATh 000B’SI3KOBI
peryjsipHi  TpeHiHrH  Ta  MiABHINEHHS
kBanidikauii momo 306opy, 30epiraHHs Ta
0o0poOKM NepcOHANTBHUX JaHuX. HaBuaHHs
HpaliBHUKIB MOBUHHO OYyTH peryJsapHHM Ta



protection, including new methods and
technologies of protection, familiarization with
the regulation on the protection and storage of
personal data, security procedures, rules and
standards used in the Organisation for data
protection.

The frequency of staff training and refresher
courses, and the lists of employees involved
shall be approved by an order of the
Organisation.

If necessary, specialists with the experience and
qualifications necessary to provide advice and
information required for the effective
performance of job duties on the preservation
and protection of personal data by the
Organisation’s personnel are invited to
participate in trainings.

3. PLACE OF STORAGE OF
PERSONAL DATA

The Organisation processes personal data and
stores personal data of beneficiaries and
employees in the following locations:

° corporate cloud services, virtual servers
located in the EU and/or Ukraine and

complying with the GDPR;

) local corporate devices with individual
authorization;

° paper versions in restricted areas.

Personal data of beneficiaries must be stored in
a secure place inaccessible to all personnel, in
particular on a computer with an individual
access account, or in encrypted storage, or on
paper carriers stored in secure places (a closed
office or a locked cabinet).

Personal data must be processed in a form that
allows for the identification of an individual to

OXOILTIOBaTH BCi acTeKkTu 3aXUCTy
NEPCOHANBHUX  JAHWX, BKIIOYAIOYM  HOBI
METOJHU Ta TEXHOJOTii 3aXUCTy, O3HaHOMIIEHHS
3 MOJIOKEHHAM IMPO 3axUCT Ta 30epiraHHs

[EePCOHAIBHUX JaHUX, npoLeNypamMu
3abe3neyeHHs  Oe3rmekd, TpaBWJIaMH Ta
CTaHAApTaMM, IO BUKOPHCTOBYIOTBCH B

Oprasizatii Juis 3aXMCTy JaHHX.

IlepioguuHicTh TNPOXODKEHHS TPEHIHTIB 3
HiBUINEHHS KBasidikauii mepcoHaty, a TakKoxX
CIUCKHU 3aTy9EeHUX MpaIiBHHAKIB
3aTBEpAKYIOThCA Haka3oM no Opraizaiii.

B pasi morpebu, no ywacti B TpeHiHrax
3alpoINyIOThCs (paxiBLii, IO MAarOTh JOCBiJ Ta
kBajmidikalito, HeoOXimHYy i1  HaJaHHA
KOHCYJbTalliif Ta iHpopmalii, HeoOXimgHOT s
e(eKTUBHOTO BUKOHaHHS HOCaJOBUX
000B’s3KiB i3  30epekeHHS 1  3axHCTy
NEPCOHAILHUX JaHUX nepcoHanom Opranizaitii.

3.  MICIE 3BEPITAHHS
MEPCOHAJIbHUX JAHUX

Opranizaiis 0o0pobnse mepcoHalnbHI JaHi Ta
30epirac mepcoHanbHi naHi OeHedimiapis Ta
NpaLiBHUKIB y HACTYITHHX MiCLIAX:

° KopmnoparueHi XMapHi cepBicH,
BipTyaJlbHi CepBepH, SKi 3HAXOMATHCSA Ha
tepuropii €C T1a/abo Vkpainm i
Bianmosigarots Bumoram GDPR;

° Ha JIOKAJIBHAX KOPIIOPaTHUBHUX
MIPUCTPOSX i3 iHOUBiTYyaTBHOIO
aBTOPH3AIIIEIO;

° ITanepoBi Hocii B MpUMIlIEHHAX/MiCIAX 3
OOMEKEHUM JOCTYIIOM.

IlepconansHi fmani OeHediliapiB MOBUHHI
30epiraTucs B 6e3nevyHoMy Micrii,
HEJOCTYNHOMY JJI BChOTO EPCOHAITY, 30KpeMa
Ha KOMI'IOTepi 3 iHOMBigyaJbHMM OGTiKOBUM
3allMCOM J0CTymy, abo B 3amuppoBaHOMY
cXOBMIIi, a0 Ha mMamepoBMX HOCIfAX, IO
30epiraloThCs B O€3MEYHUX MICIAX (3aKPUTOMY
oici abo B madui, 0 3aMUKAETHCS).

IlepconanbHi fAaHi MOBHHHI OOpoONATHCA Y
dopmMi, mo gomyckae ineHTUdIKaMLiO Bi3sUIHOT



whom they relate for no longer than it is
necessary for the legitimate purposes of their
collection or further processing.

Further processing of personal data for
historical, statistical or scientific purposes may
be carried out provided that their proper
protection is ensured. Personal data stored in
cloud services are subject to protective
encryption and depersonalization.

Transfer of personal data between storage
locations is possible in order to properly fulfil
the Organisation’s project and statutory tasks.
Personal data may be transferred to places with
access to third parties on the basis of agreements
concluded with partners/donors for the
implementation of projects/programs that
provide for the exchange of personal data within
the framework of project tasks, or on the
grounds provided for by law. When entering
into agreements, the essential terms and
conditions for the protection of personal data
must include conditions and requirements for
the storage and use of personal data by third
parties that comply with this provision and the
provisions of the Law of Ukraine “On Personal
Data Protection”. When granting permission for
access to personal data to third parties to
perform project/program tasks, personal data are
subject to depersonalization, if it allows to fulfil
the tasks of the relevant project/program.

4.  CLASSIFICATION OF PERSONAL
DATA

Personal data that are not classified as
confidential information by law may be
classified as confidential information about a
person by an authorized person of the
Organisation.

S.  LIST OF PERSONAL DATA
STORED

The Organisation collects and processes
personal data only to the extent necessary to
fulfil its statutory tasks. The composition and
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ocobu, IKOi BOHU CTOCYIOThCS, He JOBIIE, HiX
11e He0OXiTHO 1J1s 3aKOHHHUX IIiJIeH, y SKHX BOHH
36upanucs abo Hagamr oOpobIsIIUC.

INomanpma oO6poOka NepcOHANBHMX OaHHX B
ICTOpHYHHX, CTATUCTHYHUX YH HAYKOBHX LLIAX
MOXKe 37iHCHIOBAaTHCS 32 YMOBH 3a0e3reveHHs
iX Hane)xHoro 3axucry. IlepcoHanbHi maHi, sKi
30epiraroTbcsl B XMapHHX CepBicax MiyIAraloTh
3aXMCHOMY MHU(PYBaHHIO.

IlepemilmeHHss NepcOHaNBHUX JaHUX MiXK
MicIsIMH  30epiraHHs MOXJIUBE 3 METOI
HaJIe)KHOTO BMKOHaHHA OpraHizaliielo cBOiX
NPOEKTHUX Ta CTaTyTHHUX 3aBJaHb.
INepemileHHs MEPCOHANBPHUX AaHUX B MiCIA 3
HaJaHHAM JIOCTYIy TpeTiM oco0aMu, MOXKe
BifIOyBaTycA Ha MiACTaBi YKIaAeHUX JOTOBOPiB
3 MnapTHepaMu/ [JOHOPaMH Ha BHUKOHAHHS
IPOEKTIiB/Tiporpam, Io MepeadavaroTs OOMiH
NEPCOHATIBLHUMHU JTaHUMH B paMKax peaisaril
MPOEKTHUX 3aBAaHb, abo K 3 miacTar
nepenbaueHUX 3akoHOM. [Ipu  ykiameHHi
JIOTOBOPIB CYTTEBMMH YMOBaMH IIOJO 3aXHCTY
NEepPCOHAILHUX JIAaHUX Mae mependavaTucs
YMOBM Ta BUMOrH Jo0 30epiraHHsa i
BHUKOPUCTaHHS NEPCOHAIBHHUX JAHUX TPETIMH
ocobamH, 110 BiIOBiIaI0Th IEOMY MOJIOKEHHIO
Ta HOpMaM 3akoHy VYkpainu «IIpo 3axwmcr
NEPCOHANBHUX AaHuX». IlepcoHanbHi nani nmpu
HaJaHHI JO3BOJy Ha JOCTYH IO HHX TPETIM
ocobaM,  IJI1  BHKOHaHHS  TNPOEKTHHX
/mporpaMHHX 3aBJaHb, HiUIATaloTh
3HEO0COOJIEHHIO, SKIIIO I1e IO3BOJISIE BUKOHYBATH
3aBJIaHHS BiJIIIOBiTHOT IPOEKTY/TIPOrpamH.

4. KIACH®IKALIS
INEPCOHAJIBHUX JAHUX

IlepconanbHi naHi, Ha SKUX BiJNOBIAHO 10
3aKOHY HE TOIIMPIOETHCS pexum
KOH(pigeHIiiftHOCTI, MOXYTh OyTH BiHECEHI 10
KoHOimeHLiliHOT iHQoOpMamii mpo  ocoly
BiZITOBIAHOO YHOBHOBaXXEHOIO ocoboro
Opranizanii.

5. MEPEJIK HEPCOHAJBHUX
JAHMX, IO 3BEPITAIOTHCSI

Opranizaiis 3xilicHroe 30ip Ta  00OpoOKy
MEepPCOHANBHUX IaHWX BHUHATKOBO B 0OCsrax
HEOOXiHMX MJI1 BHUKOHAHHA 1l CTaTyTHHX



content of personal data must be relevant,
adequate and non-excessive with regard to the
purpose of their processing. The Organisation,
with the consent of the beneficiary, stores the
following personal data of the beneficiaries:

° personal data:

- full name;

- gender;

- age or date of birth;

- passport data;

- registration number of the taxpayer’s record
card,;

- vulnerability criteria;

° contact information:

- home address;

- phone number;

° photos and videos;

° application for assistance.

The Organisation stores the following data of
its employees:

° personal data:

- full name;

- gender;

- age or date of birth;

- passport data;

- banking details;

- other personal documents;

- registration number of the taxpayer’s record
card;

° contact information:

- home address;

- phone number;

° photos and videos.

In addition to the personal data specified above,
the Organisation will process personal data in
cases provided for by the current legislation of
Ukraine.

6. DATA STORAGE PERIOD

The Organisation shall store personal data until
the expiration of the data storage period
determined by the consent of the personal data
subject to the processing of such data or by law.
The Organisation undertakes to store personal
data only as long as it is necessary for the
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3aBaanb. Ckiaj Ta 3MiCT HEPCOHANBHUX JAHUX
MaloTh OyTH BiIMOBiIHMMHM, aJEKBAaTHHMHU Ta
HEHaJMIpHUMH CTOCOBHO BH3HA4YE€HOI METH iX
06pobku. Opranizauis 3a srogu Genediuiapa
30epirac ~ HacCTYyNmHi  NepCOHANBHI  JaHi
Genediuiapis:

° NepCOHAJIBHI J1aHi:

- IOBHE iM's1,

- CTaTh,

- Bik a0 Jjata HapOKEHHs,
- IACMOPTHI J1aHi,

- PHOKIIIL

- KpUTepii Bpa3IMBOCTi.

° KOHTAaKTHi JaHi:

- IOMAIIHs ajpeca,

- HoMep Tenedony.

° ¢oro Ta Bizeomarepiaiu.

° 3asBy Ha OTPUMAaHHS JOMOMOTH.

Opranizanis 36epirac HaCTYIHI JaHi MTaTHUX
IIPaLliBHUKIB:

° NepCOHAJIbHI AaHi:

- TIOBHE iM's1,

- CTaTb,

- Bik a00 J1ata HapOHKEHHSI,

- IACTIOPTHI J1aHi,

- GaHKIBCBKi PEKBi3UTH,

- iHIIi BUJaHi Ha iM's TOKYMEHTH,
- PHOKIIIL.

° KOHTaKTHi JaHi:

- IOMAIIH ajpeca,

- HoMep TeneoHy.

° ¢oto Ta Bizeomarepiaim.

KpiM mnepcoHalbHMX [JaHHX, IO 3a3HAYeHi
Bumie, Opranizanis 3pificHIoBaTHMe OOpPOOKY

NEPCOHANBHUX JAaHUX Yy BHIAAKax, MO
nepeadaveHi YUHHUM 3aKOHOIaBCTBOM
Vkpainu.

6. TEPMIH 35EPITAHHSI JAHUX

Opranizaiis 36epirac mepcoHanbHi maHi 10
3aKiHYEHHS  CTpPOKYy  30epiraHHs  JaHuX,
BU3HAYEHOTO 3rojiolo cy0'ekTa MepCOHaTbHUX
JaHUX Ha OOpOOKYy IMX JaHHX a00 3aKOHOM.
Opranizaiis 3000B'S3Y€EThCS 30epiratu
NIEpCOHAJIBHI IaHi JIMIIE A0 THX IIip, ITOKH BOHU



purposes of processing activities. Personal data
must be deleted or destroyed if:

. The data subject withdraws its consent,
and processing cannot be based on any
other legal reason.

. The contract on which the processing is
based is terminated, and processing
cannot be based on any other legal reason.

. There is no longer a legitimate or public
interest to process personal data.

. Personal data are no longer relevant.

Personal data may be stored for longer periods
of time to the extent that such data are processed
solely for archiving purposes in the public
interest, scientific or historical research or
statistical purposes, provided that the necessary
appropriate  technical and organisational
measures are taken to protect the rights and
freedoms of the personal data subject. In
addition, personal data are stored in accordance
with the terms and requirements set forth in the
personnel and tax laws.

If these exceptions are applied, all personal data
stored after the expiration of the storage period
will be depersonalized.

7. TRANSFER OF BENEFICIARIES’
DATA TO THIRD PARTIES

The Organisation is not entitled to transfer
personal data of beneficiaries to third parties,
except in the following cases:

e  protecting the beneficiary’s interests.
Personal data may be transferred to a third
party to protect the person’s interests, in
particular, if another person or
Organisation can provide the necessary
medical care or assistance;

‘CyCIIiIbCTBA,

€ HeoOXimgHUMH [AJId Ijijedl OisabHOCTI 3
06pobku. IlepcoHansHi HaHi. MOBMHHI OyTH
BHJAJNIEHi a00 3HHUILIEH], SKILO:

. Cy0'eKT maHHMX BiJIJIMKAE CBOKO 3rofy i
ob6poOka He Moxke OazyBarucs Ha Oynab-
AKi#i iHIi# npaBOBii OCHOBI.

. [IpunuaeHo nOif0 IOroBOpYy, Ha SKOMY
6a3yetbcs 00poOka, i 06poOka He MOKe
Ga3yBarucs Ha Oyab-sKiii iHIIi# TpaBoOBiii

OCHOBI.

. binemre He icHye 3akoHHOrOo a0
CyCHiJIbHOTO iHTepecy s OGpoGKu
NIePCOHANBHHX JTaHHX.

. IlepconaneHi fmani OGimeme He €
aKTyaJIbHIMHU.

IlepconaneHi fmaHi MOXyTh  30epiraTucs

IIPOTAroM OiNbII TPUBAJIUX HEPiOAiB 4acy B Tikt
Mipi, B sIKiif 1i JaHi 0GpOGIAIOTECS BUKIIOUHO
IUI1  minedt  apxXiByBaHHA B iHTepecax
HAayKOBHX YHM  iCTOPHYHHX
JOCIiIKeHb a00 CTATUCTUYHHMX LIiJIeH, 32 YMOBH
BXKUTTS HEOOXiTHUX BilMOBiTHUX TEXHIYHUX Ta
OpraHizaiifHUX 3aXOIiB /IS 3aXUCTy MpaB i
cBoboJ cy0'ekTa mepcoHaNBHUX JaHuX. Takoxk
MEePCOHANBbHI JaHi 36epiraroTbes y
BiJIMOBiTHOCTI IO CTPOKIB i BUMOI BU3HAYEHHX
KaJJpOBHUM Ta MOAaTKOBUM 3aKOHOJAAaBCTBOM.

VYV pa3i 3acrocyBaHHS IIMX BHHATKIiB, BCi
MEpCOHaNbHI JlaHi, 1Mo 30epiraroThes Micis
3aKiHYeHHs TepMiHy 30epiranHs, OymyTsb
3HE0CO0IEHi.

7. TIEPEJAYA JAHUX
BEHE®IIIAPIB TPETIM OCOBAM

OpraHizailis He Mae TmpaBa nepegaBaTh
nepcoHalbHi  JaHi  OeHediuiapiB  TpeTiMu
ocobamH, 3a BUHATKOM HACTYIHUX BHIAIKIB:

®  3aXHucCT iHTEpeciB Genediniapa.
IlepconansHi  naHi  MOXyTh  OyTH
nepefaHi TpeTii CTOpOHI A 3aXUCTy
iHTepeciB 0coOHW, 30KpemMa, Yy BHIIAIKY,
KoJIU iHma ocoba abo opraHizaiis Moxe
3a0e3neYuTd  HEOOXimHWN  MemuvHHi
Jornsig abo JomoMOry,



e a legally justified request by public

authorities, management, or law
enforcement agencies that require certain
information;

e  other cases indicated in this Regulation.

The personal data subject is notified of the
subsequent transfer of personal data in
accordance with the requirements of the law.

Personal data subjects (beneficiaries) must
provide written consent to the processing of
personal data in accordance with the legislation
of Ukraine on personal data processing and to a
possible survey to monitor the quality of
charitable assistance provided.

Personal data of employees are transferred to
third parties with their consent or without it in
cases provided for by law in force.

The consent of the personal data subject may be
provided during registration in the information
and communication system of the Organisation
by marking the consent to the processing of their
personal data in accordance with the stated
purpose of their processing, provided that such
system does not create opportunities for the
processing of personal data until the marking is
made.

8. LIABILITY FOR VIOLATION OF
DATA PROCESSING AND
PROTECTION RULES

Violation of the provisions of the Law of
Ukraine “On Personal Data Protection” entails
liability established by law. Failure to comply
with the provisions of this Regulation may result
in disciplinary action, including reprimand and
dismissal. Unlawful collection, storage, use,
destruction, dissemination of confidential
information about a person or unlawful
alteration of such information, except as
provided by law, may also constitute a criminal
offence.
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®  33KOHO/JABUO OOTpyHTOBaHa BHMOra
OpraHiB Jep>KaBHOI BIaIH, yNpaBjiHHA,
NPaBOOXOPOHHUX OpraHis, sAKi
BHUMAraroTh NeBHy iHdopmalliio,

e iHmI BUNAa#KW, BKa3aHi B  LBOMY
IonoxexHi.

Ilpo HacTynHy nepenayy nepcoHaJbHUX JaHHX
Cy0’€KT MepCOHAIBHUX JAaHMX MOBiAOMIIAETHCA
BiJMOBIAHO 1O BUMOTI 3aKOHOJABCTRBA.

Cy6’extr nepcoHanbHuX naHuX (Genedimiapu)
TIOBMHHI HaJaTH NMCBMOBY 3roJy Ha 0OpOOKy

NePCOHATBHIX IaHUX BiNOBIIHO Io
3aKOHOJABCTBA  YKpaiHM 1po  oOpoOKy
MEPCOHANBHUX JaHUX 1 Ha  MOXIIUBE

ONUTYBAHHA 3 METOI0 MOHITOPHHTY SKOCTi
HaJaHoi 6naroiitHoT JOMOMOTH.

Ilepenavya mepcoHaNbHUX OAHHUX MpAI[iBHHKIB
TpeTiM ocobaM BitOyBaeThCsI 3a iX 3rof0K0, a60
6e3 Takoi y BUmMaakax nependadeHuX YHHHHUM
3aKOHOABCTBOM.

3roga cy0’eKTa MEPCOHAIBHHX AAHHX MOXKE
OyTH HajaHa M Yac peectpamii B
iHdopMmartiliHO-KOMyHiKamiHHii cucremi
Oprani3alil IUIIXOM MPOCTABJIEHHS BiIMiTKH
Opo HaJaHHA [03BOIXYy Ha OOpoOKy CcBOiX
NEPCOHANBHUX  JaHMX  BiANOBIAHO  JO
copmyiboBaHOT MeTH iX OOpOOKH, 32 YMOBH,
IO TaKka CHCTEMa HEe CTBOPIOE MOJXIIHBOCTEH
111 0OpOOKM NEPCOHANBHUX JAHUX IO MOMEHTY
MPOCTaBJICHHS BiJIMIiTKH.

8. BIIIOBLIAJBHICTD 3A
TIOPYIIEHHS [TPABUT
OBPOBKH TA 3AXHCTY JAHHUX

Iopymenns HopMm 3akoHy Vkpainu «IIpo
3aXMCT NEPCOHANBHHUX JaHHX» TATHE 3a COOO0K0
BCTAHOBJICHY  3aKOHOM  BiJIOBiJaJIbHICTB.
Henotpumanns HopMm mporo ITonoxkeHHs MOxe
NPU3BECTH 10 JUCLMILTiHAPHOT
Bi/INOBIAJILHOCTi, BKJIOYAIOYM JIOTAaHy Ta
3BibHeHHs. He3akonHe 30upanus, 36epiranns,
BUKOPHUCTaHHS, 3HUILCHHS, HOIIAPEHHS
KoHpineHuiiHoi iHpopManii mpo ocoby abo
He3aKOHHa 3MiHa Takol iHdopmarii, Kpim



Failure to comply with the personal data
protection procedure established by the
legislation on personal data protection, which
led to unlawful access to personal data or
violation of the rights of a personal data subject,
constitutes an administrative offence and entails
administrative liability of authorized officials.

9. PROTECTION OF PERSONAL
DATA FROM UNAUTHORIZED

ACCESS

In order to protect personal data from
unauthorized access, the following
responsibilities are imposed on responsible
persons:

- To keep secure and protect against

unauthorized  access,  modification,
downloading, copying, transmission,
distribution, alteration, unlawful
destruction, accidental loss and/or

improper disclosure.

- To ensure the availability of signed
agreements and non-disclosure
obligations with authorized employees,
partners, consultants, suppliers,
volunteers or other employees who may
have access to personal and confidential
data containing provisions on the
confidentiality of such data and their
obligations to protect it.

- To use standard systems for storing
business data (e.g., Office 365, ICT4D
systems, etc.).

- To use password protection (additional to
the one for entering into storing business
data system) for avoiding the risk of
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BUNA/IKiB, TIepeA0aueHNX 3aKOHOM MOXKE TaKOK
CTaHOBUTH KpHMiHAJIBHE NPABONIOPYLICHHS.

Henonepxanus BCTaHOBJICHOTO
3aKOHOJABCTBOM IIPO 3aXHCT TEPCOHATBHUX
JaHUX TOPSIKY 3aXMCTY MEPCOHANBHUX AaHHX,
110 MPH3BEJIO A0 HE3aKOHHOTO JIOCTYILY JI0 HUX
abo mopyIeHHs npaB Cy6'ekTa NEPCOHATBHHUX
JAHUX, CTAHOBHUTH CKJIA[ aJMiHICTPATHBHOTO
NpaBOMOPYIIEHHA i TATHE 3a  co0OoKo
aZMiHiCTpaTHBHY BiJINOBiIATBHICTD
YIOBHOBa)KEHHX MOCAIOBUX OCi0.

9. 3AXHCT HEPCOHAJIbHUX
JAHUX BIJ
HECAHKIIIOHOBAHOT'O
TOCTYITY

3 MeTO 3aXHCTy TNEepPCOHAIBLHUX MaHWX Bij
HECAHKI[IOHOBAaHOT'O JOCTYY, Ha
BIAMOBiNAIEHUX OCI0 MOKJIAaalOTHCs HACTYIHI
000B’SI3KH:

- 36epiratu B Oe3melli Ta 3aXWINAaTH BiJ

HECaHKI[I0HOBAHOI'O JIOCTYyTLY,
Moudikaii, 3aBaHTAKEHHS,
KOTIIOBaHHS, nepenaui,
PO3TIOBCIOIIKEHHS, NepeKpyYeHHS,
HE3aKOHHOIO 3HHILEHHS, BHIIAJKOBOI

BTpaTy Ta/ab0 HEHAIEKHOTO PO3KPHTTSL.

- 3abe3neunTH  HASABHICTh  MigNHCAHHUX
JOroBopiB  Ta  3000B’f3aHb  MWpO
HEpO3roJIOMEHHs MEPCOHATIBHUX JaHUX 3
YIIOBHOBXXEHUMH IpaliBHUKaMH,
napTHEpaMH, KOHCYJIbTaHTaMH,
NOCTa4YaJIbHUKAaMH, BOJIOHTEpaMHu abo

iHIIMMH CcTIiBpOOITHUKaMH, SKi MOXYTb
MaTd JOCTYI [0 TEPCOHANBHUX Ta
KOH}IACHIITHNX JOaHMX, M0 MiCTATh
N0JI0’KE€HHS PO KOHQiIeHLIHHICTh TaKKX
JaHuX Ta 1X 3000B'sI3aHHA IOOO 1X
3aXHUCTY.

- BukopucToByBaTH CTaHOAPTHI CHCTEMH
s 30epiraHHs — OUJIOBHX — JAHHMX
(manpukan, Office 365, cuctemu ICT4D
TOIIIO).

- BukopucToByBaTHM  3aXHCT  NapOJiB
(momaTkoBO 1o TOTO, 11 (0}
BUKOPUCTOBYETBCSA JII BXO/DKEHHS B



personal data leakage during
transmission. To use secure passwords
that are difficult for intruders to guess in
order to maintain password security at all
stages of transmission. Passwords must be
sent separately from files containing
personal data.

- It is important to use authorization and
authentication systems to verify the
identity of users before accessing
confidential information. Access to
personal data of beneficiaries/resources
and tools of the Organisation must be
personalized.

- 'To use equipment for the collection and
processing of personal data that ensures
reliable and secure data processing.
Password-protected personal equipment
with virus protection software.

10. REASONS FOR REVISION AND
AMENDMENT OF THE
REGULATION ON THE
PROTECTION AND STORAGE OF

PERSONAL DATA

The regulation on the protection and storage of
personal data shall be reviewed and amended in
the event of changes in the legislation on
personal data protection. In the event of changes
in the legislation on personal data protection, the
relevant changes to the regulation on the
protection and storage of personal data shall be
made within 30 calendar days from the entry
into force of such changes. Revision and
amendment of the regulation on the protection
and storage of personal data may take place at
the initiative of the Director of the Organisation
and/or based on the results of an audit of
personal data protection (internal and/or
external). The audit is conducted on the basis of
an order of the Director of the Organisation. The
frequency and duration of audits, the amount of
data to be audited, as well as the appointment of
the person(s) responsible for the audit shall be
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cucTeMy 11 30epiraHHs JiIOBHX JaHMX),
mo6  YHHUKHYTH  PHU3MKY  BHTOKY
NEPCOHAIBHUX JAHUX IIiJ Yac mepemadi.
Jnsa 36epexeHHss Oe3mexu mNapoiiB Ha
BCiX eTamax Iepemadi  HeoOXimHO
BUKOPHMCTOBYBATH 3aXHILEHI MapoJi, sKi
BaXKKO mifAibpartu 3noBMucHUKaM. [Tapoi
MalOTh HaJCWJIATHCA OKpPeMO Bija (aiini
AKi MICTATH NEpCOHANBHI JaHi.

- Bax1MBo BHKOPHCTOBYBAaTH CHCTEMH
aBTOpM3aumii Ta aBTeHTH(iKamii I
nepeBipky ineHTH(iKalil KOpUCTyBaYiB
mepej AOCTynoM [0 KOH(imeHmilHOT
indopmanii. loctyn [0 mepcoHanIbHMX
JaHKuX 6eHediniapis/pecypcis Ta
incTpymenTiB  OpraHizauii Mae GyTu
nepcoHi(iKoBaHMIA.

- Hnsa 36opy i oOpoOKH mepcoHaIbHUX
JAHUX HEeOoOXilHO  BHKOPHUCTOBYBaTH
obnanHaHHA, ke 3abe3nedye HanilHy i
6e3nevny poGory 3 JaHUMH.
IlepconansHe oOnamHaHHS, 3aXHINEHE
naponeM, L0  Ma€  NPOTPaMHE
3a0e3MeueHHs ISl 3aXUCTY Bil Bipycis.

10. TIIACTABU HEPETJISIAY TA 3MIH
MOJIOKEHHS ITPO 3AXUCT TA
3BEPITAHHS IIEPCOHAJIBHUX

JAHHUX

INepernan Ta 3MiHM MOJOXKEHHS MPO 3aXUCT Ta
30epiraHHs MEepCOHANBHUX JaHHUX BiOyBacThCs
B pa3si 3MiHM 3aKOHOJABCTBA MpPO 3aXUCT
MEPCOHAIBHUX JaHWX. B pasi  3MmiHu
3aKOHOJABCTBA NP0 3aXHCT NEPCOHATBHUX
JaHUX, BIJTOBifHI 3MiHM O TOJIOXEHHS IPO
3axXMCT Ta 30epiraHHsd MEePCOHATBHHUX JaHHX
BHOCATECA mpoTaroM 30 KajleHJapHUX IHIB 3
HaOyTTs YMHHOCTI Takux 3MiH. Ileperyism Ta
3MiHM TIOJIOKEHHSI TPO 3aXUCT Ta 30GepiraHHs
HepCOHANIbHUX [aHUX MOX€ BimOyBaTHcsa 3a
iHimiatuBoro Jlupekropa Opraxisarii Ta/abo 3a
HiCyMKaMH TPOBENCHHS aymuTy  3aXHCTy
MEPCOHATIBHUX JaHWX (BHYTPIIIHLOrO Ta/abo
30BHIIIHBOTO). AYIUT MPOBOAUTHCS HA MMiCTaBi
Haka3y Jlupekropa Opranisauii. [Tepioguunicts
NPOBEJCHHA ayIWTIiB, iX TPUBANICTb, 0OCATH
JaHUX IO  NepeBipAOThCA, a  TaKoK
NpU3HAYCHHS



determined by an order of the Director of the
Organisation. In case of an external audit, its
conditions shall be determined by the agreement
on conducting such an audit.

Reasons for revision and amendment of this
Regulations that may give rise to an audit of the
regulation on the protection of personal data
include:

1. Standards and legal requirements:
checking the regulation for compliance
with legal requirements and standards that
change over time.

2. Security risks: if the Organisation
witnesses a data breach or hacking
incident.

3. Growth in data volume and storage
locations: as the volume of data grows, so
does the risk of data leakage or unlawful
processing, storage, retrieval, access, and
transfer.

4. In case of unauthorized modification,
deletion or destruction of personal data.

5. If new vulnerable categories of personal
data appear.

6. In case of changing the processes of
collecting, processing or storing personal
data, the Regulation must be revised to
ensure that it complies with the new
procedures and requirements.

It is recommended to review the Regulations
and standards for data processing and storage at
least every 2 or 3 years. In the event of new
threats or other circumstances that may affect
the protection of personal data, the regulation
must be revised immediately.

11. PROVIDING PARTNERS AND
AUDITORS WITH ACCESS TO

DATA
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BiANOBIaILHOrO/BIAIOBIAIBHUX 3a
NPOBENEHHS AayAWTy BU3HAYAEThCS HAKa30M
Hupexropa Opranizanii. B pasi npoeemeHHs
30BHILIHBOTO ayJHUTy, YMOBH HOro MpOBEAEHHS
BU3HAYalOTHCS JOTOBOPOM TIPO MPOBEHCHHS
TaKOro ayJIuTy.

[lincraBu meperagy Ta  3MiH  LBOrO
INonoxxeHHs, AKi MOXYTb CTaTH NPHYHHOIO
NPOBENCHHS ayAUTy IOJIOKEHHS PO 3aXUCT
MEPCOHANBHUX JaHUX:

1. CranpmapTd Ta BUMOTH 3aKOHOJABCTBA:
niepeBipka MOJOXKEHHS Ha BiANOBITHICTDH
3aKOHO/IaBYMM BHUMOTaM 1 CTaHOapTaMm,
SIKi 3MIiHIOIOTECS 3 YAaCOM.

2. Pum3uxu Oesneku: skmo Opranizaiis
CTajla CBiIKOM TOpPYIIEHHS Oe3MeKu
JaHuX abo iHIUIEHTY 31 3T0MOM.

3. 3poctaHHs oOcAry HaHMX Ta MICIb IX
30epiraHs: i3 3pOoCTaHHAM OOCATY JaHHUX
3pOCTac ¥ pU3MK IX BUTOKY UM HE3aKOHHOT
00pobku,  30epiraHHsAM,  MOIIYKOM,
JOCTYIIOM Ta Iepenadero.

4. 'V pa3i HeCaHKIIOHOBAaHOI'O BHECEHHS

3MiH, BHAaJeHHA abo  3HHUINEHHS
HEePCOHANIBHUX TAHUX.
5. Sxmo 3'sBIAIOTBCS  HOBI  Bpas3nuBi

KaTeropii NepcoHaIbHUX JaHUX.

6.  Ilpu 3mini npoueciB 360py, 06pobku aGo

30epiraHHs ~ MEpCOHANBHUX  JaHUX,
HeoOximHO meperyisHyTH [loJoXKeHHS,
mo6  BOHa  BigNOBi#ana  HOBUM

npoleaypaM Ta BUMOTaM.

PexomenmoBano neperisagaTta Ilonoxenns Tta

HopMH O0OpoOkM Ta 30epiraHHs JaHHX
moHalMeHme koxHi 2-3 poku. Y pasi
BUHUKHEHHS HOBMX 3arpo3 abo iHmmx

oOcTaBHH, fKi MOXYTh BIUIMHYTH Ha 3aXHCT
NEePCOHAIBHUX  JaHWX, IOJIOXKEHHS  Mae
HeperIaaaTiCs HeBiKIIaaHO.

11. HAJAHHS JOCTYIY IO JAHUX

IHAPTHEPAM, AYAUTOPAM



Agreements are concluded to ensure proper
protection of personal data in the course of
exchange between Organisations. Such
agreements must meet the requirements of the
Organisation and contain appropriate provisions
on the right to own and dispose of data, consent
to use, confidentiality, security, use, reuse,
distribution and destruction of data, the list of
data to which access is granted and for how long
such access is granted.

Agreements are concluded between the
Organisation and third parties, such as
institutional donors, suppliers, implementing
agencies, consultants, consortia, partners,
ministries, government or other parties involved
in the process of data processing and exchange.
This ensures the responsibility of the parties for
the storage and use of data, and reduces the risk
of unauthorized access and loss.

Failure to comply with or violation of the
legislation on the protection and storage of
personal data by the contractors of agreements
concluded with the Organisation may be
grounds for the Organisation to terminate such
agreements unilaterally. The procedure and
conditions of termination of agreements on
these grounds are provided for in the relevant
sections of the agreements.

Providing access to data for purposes contrary to
the statutory objectives of the Organisation is
not allowed.

Providing access to data for remuneration or
profit is prohibited.
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JUin  3a0e3nedyeHHs  HAJEXXHOTO  3aXHCTY
NEPCOHANBHUX JaHUX Npd  OOMiHI  Mix
OpraHizamisMu, ykiagaootees paoroBopu. Lli
JIOrOBOPHM TIOBMHHI BiJNOBiaTH BHMOTram
Oprani3aiil i MiCTUTH BiJNOBiZHI MOJOKEHHS
Opo TMpaBO BOJONIHHA 1 PO3MOPSHKEHHS
JAHUMH, 3rogy Ha BUKOPHCTaHHS,
KoH(ijeHLiliHicTh, O€3meKy, BHKOPHCTaHHS,
TIOBTOPHE BHKOPUCTAHHS, PO3MOBCIOMKESHHS Ta
3HUIIEHHS JaHUX, NepeliK HaHuX 10 SKHUX
HAJA€ThCA JOCTYN i Ha SKUH CTPOK TaKHiA
JOCTYTI HaIAETHCA.

Horoeopu yknanarotbess Mixxk Oprauizaifiero ta
TPETIMH CTOPOHAMH, TaKUMH SIK iHCTHTYIIiiHi
JIOHOPH, TIOCTAYaIHIKH, BAKOHABYi ar€HTCTBA,
KOHCYJIbTAaHTH,  KOHCOpLiyMH, TapTHEpH,
MiHicTepcTBa, ypsaa abo iHm CTopoHH, fKi
6epyTh y4dacTh y mporieci oOpoOku Ta oOMiHy
nanumu. lle 3abes3mneuye BiANOBiNAIBHICTH
CTOpiH 3a 30epiraHHs Ta BUKOPUCTAHHS JaHHX,
a TaKOXK 3MEHIIHUTh pH3HK ix
HECaHKILiIOHOBAHOTO JIOCTYITy Ta BTPaTH.

HenorpumanHs abo nopyuieHHs 3aKOHOAaBCTBA
Ipo 3axucT Ta 30epiraHHs  MEPCOHAIBHUX
JaHUX KOHTpareHTaMM JOTrOBOPIB YKJIaJCHHX 3
Opranizanielo Moxe OyTH MigCTaBOWO ISt
pO3ipBaHHS TakMX IOTOBOPIB OpraHisaili€o B
OJHOCTOPOHHBOMY MOpsAAKY. [Topsok i yMoBH

po3ipBaHHsA JOrOBOpiB 3 HHX MiaCTaB
nepen0avaloTECs  BIIMOBITHUMH — PO3JiaMH
JIOTOBOPIB.

HananHsa pgoctymy [0 IOaHUX 3 METOKO IO
CYNepeYMTh CTaTYTHUM 3aBaaHHsM OpraHizaifii
HE JOIyCKAETHCA.

Hananng noctymy 10 1aHUX 3a BAHAropoay abo
3 METOIO OfiepKaHHs IPUOYTKY 300pOHEHO.



Annex 1 — Commitment to Data Confidentiality
(employee)

To the Director of CO*“Malteser Relief Service
in Lviv”

(position)

(full name)

Commitment
on the Non-Disclosure of Personal Data

Pursuant to Article 10 of Law of Ukraine No.
2297-VI dated 01/06/2010 “On Personal Data
Protection”, I undertake not to disclose in any way
personal data entrusted to me or which became known in
connection with the performance of professional or
official duties or employment, except as provided by law.

I have been familiarized with the content and
provisions of the Law of Ukraine “On Personal Data
Protection”, including the rules and requirements for the
collection, registration, accumulation, storage, adaptation,
modification, updating, use and dissemination
(distribution,  sale, transfer),  depersonalization,
destruction of personal data, including the use of
information (automated) systems.

I am familiar with the Regulation on the Protection
of Personal Data and other documentation of CO
“Malteser Relief Service in Lviv” regarding the protection
of personal data.

I confirm that this commitment is valid after the
termination of my official duties/volunteer duties related
to the collection and processing of personal data, except
as provided by law.

I have been warned that violation of the Law of
Ukraine “On Personal Data Protection” entails liability
established by law.

Date:
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Jonarok 1 - “3060B's13aHHs 111010 30epekKEHHS
koH(pixeHniliHOCTI naHuX” (IpamiBHAUK)

Hupexropy BO «Manbrifickka ciTysx0a T0TIOMOTH
y JIbBOBI»

(nocana)

(ITIB)

30608’ a3aHHS
NP0 HEPO3roJI0MIEeHHs NMEPCOHAJbHUX JAHUX

BinnosigHo mo crarri 10 3akony Ykpaiuum «IIpo
3aXMCT NepcoHAIBHUX AaHux» Bix 01.06.2010 Ne2297-VI
3000B’513y10Ch HE JOIYCKATH PO3TOJIOMICHHS Y Oy Ib-AKHi
CToci0 NepCcoHANBHHUX NAaHMX, sIKi MeHi Oyno moBipeHo
abo sxi cranum Bigomi y 3B’SI3Ky 3 BHKOHAHHAM
npodeciiHux 4n cmy60BHX abo TPyIOBHX 0GOB’S3KIB,
KpiM BUNAJKiB, nepen0aueHux 3aKOHOM.

3i 3mictom Ta HOpMamu 3akoHy Vkpainu «IIpo
3aXHUCT NEPCOHANBHUX AaHUX», B TOMY YHCII i3 HOpMaMu
Ta BUMOTaMH 1010 30MpaHHs, peecTpallil, HAKOIHYCHHSI,
30epiranHs,  aJanTyBaHHS, 3MiHH,  [OHOBJICHHS,
BHKOPHCTaHHS i moOmHpeHHs  (PO3IOBCIODKEHHS,
peayizanii, mepemaui), 3HEOCOOJEHHS, 3HHIICHHS
MIEPCOHATBHAX JAHHUX, Y TOMY YHCIi 3 BHKOPHCTAHHSIM
indopmariiaux (aBTOMATH30BaHUX) CHCTEM,
O3HAHOMJIEHHH.

3 ITo0XKEHHSAM PO 3aXHUCT NMEPCOHAIBHUX JAHHX
Ta iHmol JokymeHTtaniero BO «Manbrtilickka ciyx6a
JgornoMord 'y JIbBOBi» IOAO 3aXUCTy NEPCOHAIBHUX
JaHUX O3HaHOMJICHHH.

IMinTBEepmKYyIO, 10 JaHe 3000B’s3aHHA € YAHHUM
micns TNPUNAHEHHS BHKOHAHHS MHOK — ITOCAJI0BHX
000B’s13KiB/000B’13KiB BOJIOHTEPa, HOB’S3aHOT 3 300pOM
Ta 00poOKOI0 MEPCOHANBHUX NaHHUX, OKPIM BMIIAIKIB,
nependaveHUX 3aKOHOAABCTBOM.

INonepemxennii(-Ha), LI0 TOPYIIEHHS HOPM
3akony Ykpainu «IIpo 3aXHCT NEPCOHAIBHUX AQHHUX)

TSCHE 32 COO0I0 BCTAHOBJIEHY 3aKOHOM BiANOBiNaJIbHICTb.

Jara:

(signature, name) / (mianwuc, npizsuiie Ta iHiniamm)



Annex 2 — Obligation on the Non-Disclosure of
Personal Data (third parties)

Obligation
on the Non-Disclosure of Personal Data

In accordance with Law of Ukraine No. 2297-VI “On
Personal Data Protection”, and in pursuance of the
agreements concluded with CO “Malteser Relief Service
in Lviv”, I agree not to disclose (including, but not limited
to, distribution, transfer in any way of personal data to any
other individuals, legal entities, state authorities, local
self-governing bodies or other third parties, or to an
unlimited or unspecified number of people, publishing
them in public or committing any other acts that create or
may create the possibility of access to such personal data
of any other persons) in any way any personal data that
are entrusted to me or becomes known to me during the
performance of professional, official or employment
duties in connection with participation in the activities of
CO “Malteser Relief Service in Lviv”, except as provided
by law.

This obligation to protect personal data is valid after
the termination of my activities related to personal data,
except as provided by law.

Personal data refer to all information that can be used
to identify an individual. The following personal
information is considered to be particularly sensitive:

1. Passport, identification number, IBAN and
certificates.

2. Religioué, philosophical, political or trade union
views or activities.

3. Health, privacy or ethnicity information.

4. Status with social assistance.

5. Criminal record or administrative penalties.

I am familiar with the content and requirements of the
Law of Ukraine “On Personal Data Protection”.
Name:
Organisation:
Position:
Date:
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Jlonatok 2 - “3060B's13aHHS 111010 HEPO3KPUTTS
HepCOHANbHUX JaHuX” (Tpeti 0cobm)

3060B's13aHHA
LI0/I0 HEPO3KPHUTTS MEPCOHAILHUX AAHUX

BinmoBimHo mo 3akony VYkpainu "IIpo 3axucr
nepcoHalbHUX JaHux" Ne2297-VI Ta Ha BHKOHaHHS
JoroBopiB, ywiaaaeHux i3 BO «ManbTilicbka ciyx6a
JomoMorn VYkpafHu», s 3000B'SI3ylOCh HE MIOIyCKaTH
posronomreHHst (y TOMY WYHCI, aje HE BHKIIOYHO:
PO3IOBCIOMKEHHS], NepelaBaHHs OyIb-SKAM CIOCOO0M
HEePCOHANBHUX JaHUX OyJb-SKHUM iHIIHM  (i3HYHEM
ocobaM, IOpHAMYHEM ocobaMm, oOpraHaM JIep)KaBHOL
BJIaZY, OpraHaM MiCIIeBOTO CaMOBDSIyBaHHS Y IHIIHM
TpeTiM ocobam, 91 HEOOMEXeHOMY ab0 HEBU3HAYEHOMY
KoJy oci6, myOnikyBaHHS iX y BiIKpUTOMY IOCTymHi 4d
BUMHEHHS OyIb-IKHX iHIMMX JAisHB, 10 CTBOPIOIOTH a0
MOXYTh CTBOPHTH MOXUIMBICTH JOCTYIy IO TaKHX
NEPCOHAIBHUX JAHUX OyIb-SIKUX iHIIMX 0ci6) y Oyan-
SIKUH CIIOCiO MepcoHaNBHUX JaHUX, Ki MeHi JoBipeHi abo
CTaJd BimoMi y 3B“I3KYy 3 BHKOHAHHSIM MHOKO
npodeciiHux, cayx60BHX abo TPyAOBHX OOOB'SI3KIB, Yy
3B'SI3KY 3 y4acTio B AisutbHOCTi BO «Manbrilickka city:x6a
jJomoMord y JIbBOBi», KpiM BHIAJKiB, mepeabadeHux
3aKOHOM.

Ile 3000B's3aHHS MO0 3aXHCTy IEPCOHATBHHUX
JIAHUX JIi€ MicJis IPUITHHEHHS MO€T MisTbHOCTI, TOB'SA3aHOT
3  MEepCOHANbHMMH  JaHHUMH, KpiM  BHIAJKiB,
niepebayeHnX 3aKOHOM.

Ilepconanphi naHi - ne Bes iHopMmaris, sika Moxe
OyTH BHUKOpHCTaHa I ineHTUdikanii ¢izuaHOi 0CcO6H.
Hactynna nepcoHanbHa iHdopMmalis  BBaXaeTbes
0COOJIMBO Uy TIHBOIO:

1. Ilacmopt, ineHtudikaniiinuit Homep, IBAN Ta
ceptudikary;

2. Penirifini,  ¢inocodepki, momituuHi  abo

pocHisKoBi HOTJISAN Y JisNTBHICTS;

3. Iudopmaris npo cTaH 3710pOB's,
KoH(}ineHilHiCTh a60 eTHIYHY IPUHANICKHICTD;

4, CraH i3 COLiaJIbHOI JOIOMOTOI0;

5. Cynumicts ab0 anMiHiCTpaTHBHI CTSTHEHHSI.

3i 3micToM Ta BUMoramu 3akoHy Ykpainu «IIpo 3axuct
NEPCOHAIBHUX JaHUX)» O3HAMOMIICHHIH

Im’si:
Oprawuizarfis:
Tlocana:
Jlata:

(signature) / (miamuc)



Annex 3 — Consent to the Processing of Personal Data

To the Director of CO“Malteser Relief Service in Lviv”,
Mr. Pavlo Titko

17

onatok 3 - “3roaa Ha 0OpPOOKY NEPCOHANBHUX JaHUX
POOKyY 1ep

Jlupexropy BO «Manstificeka ciyx6a momomMoru y
JIsBOBI», 1. ITaBmy Titky.

(name of the applicant)

(I1IB 3asBHUKA)

(contact phone number)

(xoHTaKTHHIA TenedoH)

(number of the applicant’s identity document, passport,
registration number of the taxpayer’s record card)

CONSENT
to the Processing of Personal Data

In accordance with the Law of Ukraine “On Personal Data
Protection”, I,

(HOMep IOKYMEHTY, IO 3acBiady€e 0co0y 3asBHHUKA,
nacnopt, PHOKIIIT)

3TOOA
Ha 06po0Ky MepcoHANbLHHUX JAHUX

Hactynauwm s,

b
« » POKY

born on , hereby
grant consent to the processing of personal data in
accordance with the legislation of Ukraine on personal
data processing for the purpose of maintaining a personal
data base, receiving targeted/non-targeted charitable
assistance, surveying the quality of charitable assistance
provided and implementing the statutory activities of CO
“Malteser Relief Service in Lviv”.

I give my permission to the processing, accumulation,
storage, adaptation, modification, renewal, use and
dissemination (distribution, sale, transfer),
depersonalization of personal data, including confidential
information about my address, date and place of birth,
other personal data and any other data provided by me in
the course of the survey and monitoring the quality of
charitable assistance provided.

The above information may also be provided to third
parties, including, but not limited to, state authorities,
local self-governing bodies, enterprises, Organisations,
institutions belonging to the state or municipal form of
ownership directly involved in the processing of such
data, as well as in other cases directly provided for by law.

I am familiar with the content of the Regulation on the
Protection of Personal Data of CO “Maltese Relief
Service in Lviv” published on the official website
https://malteser.ua/.

Date:

HapoJDKEeHHS, BilmoBigHo no 3akoHy VYkpainu «IIpo
3aXUCT NEePCOHATHHUX AaHHX», Jai0 3roJy Ha oOpoOKy
HNEPCOHANBHUX JaHHUX BIiJNOBITHO 10 3aKOHOJABCTBA
Vxpainu npo oO6poOKy NepcOHANbHHUX AaHUX 3 METOI0

BeeHHA 0a3M MEPCOHANBPHMX JaHHX, OTPUMAaHHI
IiIEOBOI/HEHLIBOBOT GaromisHoOT JIOTIOMOTH,
aHKETYBaHHIO IOAO SKOCTI HajmaHoi Omaroxiitnol

JIOTIOMOTH Ta peaji3anii cratyTHol nisuibHOCTI BO
«MausTilicbka citysx6a gomnomoru y JIeBosi".

Jato no3Bin Ha 00poOKy, Hakomu4ueHHs, 30epiranus,
aJanTyBaHHS, 3MiHy, HOHOBIICHHS, BHUKODHCTaHHS Ta
NOIMpPEHHs (PO3MOBCIOKEHHS, peati3allito, mepeaauy),
3HEOCOONEHHS] HEPCOHANIBHHX [aHWX, Y TOMY YHCI
koHGineHniliHol iHpopMmauii mpo MoK aapecy, naTy Ta
MicIie HapODKEHHS, HIINX MOTX IIEPCOHAJIBHHX AaHHX Ta
Oynp-siki iHINI JaHi, W0 HANAIOTHCA MHOK B MPOIEC
aHKeTyBaHHS Ta MOHITOPHHTY  SIKOCTi  HaJaHOI
OsaroxitHOT JOMOMOTH.

Hapenena Bume iHdopMmalis Takox MOXe HaIaBaTHCh
TpeTiM ocobaM, B TOMY HYHCI, ajle He BUKJIIOYHO OpraHam
JiepKaBHOT BJIaJIM, OpPraHaM MiCI[EBOTO CaMOBPSIIy BaHHS,
MiOUpHEMCTBAM,  OpraHisamisM,  3aKjiazam, 10
BIIHOCATBCS 10 HEAEPXKaBHOI, JepXaBHOi, a0o
KOMYHaJIbHOT JOpMU BIaCHOCTI 6e3M0CEPENHBO 3aIiTHUM
B 00po0ILi IUX AaHMX, @ TAKOXK B iHIIMX BHUIAJKaX MPSIMO
nepen6adeHuX 3aKOHOIABCTBOM.

3i 3micToM ITosI0KeHHS PO 3aXKCT HEPCOHATBHUX JAHUX
BO «Maisrtilickka ciyx06a momomoru y JIbBOBi», 1m0
omny6iikoBanuii Ha odinifinoMy caiiti https:/malteser.ual/,
o3HallOMJIeHHI/a.

JaTa:

(signature, name) / (mignuc, npi3Buine Ta iHiniamm)



Annex 4 — Consent to the Processing of Personal
Data (for remote registration)

To the Director of CO*“Malteser Relief Service in Lviv”,
Mr. Pavlo Titko
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Jonatok 4 - “3roza Ha 0GpOOKY NEPCOHATBHHUX JAaHUX (TpH
JIMCTaHIiAHIH peecTparii)”

Hupexropy BO «Manprilicbka ciyx6a momoMoru vy
JIsBoBi» 1. ITaBiy TiTky

(name of the applicant)

(I1IB 3asBHHKA)

(contact phone number)

(xoHTaKTHHH TenedoH)

(number of the applicant’s identity document, passport,
registration number of the taxpayer’s record card)

CONSENT
to the Processing of Personal Data

I,

(HOMeEp JOKYMEHTY, 10 3acBiadye 0co0y 3asIBHUKA,
nacnopt, PHOKIIIT)

3roga
Ha 00po0Ky nepcoHaNbLHUX AAHUX

A

]

born on , agree
to all necessary actions regarding personal data provided
for by the Law of Ukraine “On Personal Data Protection”
and by the Regulation on the Protection of Personal Data
of CO “Malteser Relief Service in Lviv” published on the
official website https://malteser.ual/.

Such information may also be provided to third parties
directly involved in the processing of such data, as well as
in other cases expressly provided for by law, Regulation
on the Protection of Personal Data and Charter of CO
“Malteser Relief Service in Lviv”.

Date:

b

« » POKY
HApOJXKEHHS, HaJalo 3roJy Ha BCi HeoOXimmi mii momo
NEPCOHANBHUX JaHUX, MI0 mnependadeHi 3akoHOM
Vxpainu «IIpo 3aXUCT HEPCOHANBHUX JaHHX», @ TAKOK
ITonoxxeHHSAM IIPO 3aXHCT NEPCOHANBHHMX JOaHux BO
«Manbrtifickka cmyxba gomomorun y JIeBOBi», M0
omy06mikoBaHuit Ha odiniliHoMy caiiti hitps:/malteser.ua/.
Taka iHgopMamis TakoXX MOXE HaHaBaTHCh TPETIM
ocobam, Ge3nocepenHpo 3aisHUM B 00poOIIi KX JaHHuX,
a TaKkoX B IHIMX BHIAAKaX INPAMO mependaveHux
3aKOHOJJABCTBOM, IonoxxeHHIM po 3aXHCT
HEPCOHAIBPHMX JaHMX Ta cratyToM BO «Manbrifickka
ciyx06a gonomory y JIbBOBI».

Jara:

(signature, name) / (mianuc, npissuine Ta iHinianm)



Annex 5 — Consent to the Processing of Personal Data
(for persons with disabilities who cannot sign the
document themselves)

To the Director of CO“Malteser Relief Service in Lviv”,
Mr. Pavlo Titko
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Honatox 5 - “3roza Ha 06poOKy MEPCOHATBHUX AaHUX
(s oci6 3 iHBaNiAHICTIO SKi HE MOXYTh CAMOCTIHHO
MiANUCATH JOKYMEHT)”

Jupextopy BO «ManbTificeka ciy)x0a IONOMOTH Yy
JIsBoBi» m. IlaBmy TiTky

(name of the applicant)

(I1IB 3asBHMKA)

(contact phone number)

(xoHTaKTHHI TenedoH)

(number of the applicant’s identity document, passport,
registration number of the taxpayer’s record card)

CONSENT
to the Processing of Personal Data

In accordance with the Law of Ukraine “On Personal Data
Protection”, I,

(HOMep JIOKyMEHTY, IO 3acBifuye ocoby 3asBHUKA,
nacnopt, PHOKIIIT)

3TOOA
Ha 00po0Ky MepCcoHANbHUX JAHHX

Hacrynunwm s,

bl

born on , agree
to receive advice and charitable assistance, consent to the
processing of personal data in accordance with the
legislation of Ukraine on personal data processing and to
a possible survey to monitor the quality of charitable
assistance provided.

I give my permission to the processing, accumulation,
storage, adaptation, modification, renewal, use and
dissemination (distribution, sale, transfer),
depersonalization of personal data, including confidential
information about my address, date and place of birth,
other personal data and any other data provided by me in
the course of the survey and monitoring the quality of
charitable assistance provided.

The above information may also be provided to third
parties, including, but not limited to, state authorities,
local self-governing bodies, enterprises, Organisations,
institutions belonging to the state or municipal form of
ownership directly involved in the processing of such
data, as well as in other cases directly provided for by law.
I have personally read, understood the content, and give
my consent to sign to the person named

I am familiar with the content of the Regulation on the
Protection of Personal Data of CO “Maltese Relief
Service in Lviv”’ published on the official website
https://malteser.ua/.

Date:

- 1

« » poKy
HapoJDKEHHs, BiamoBimHO no 3akoHy VYkpainu «IIpo
3aXUCT [EPCOHATBHHUX JaHHX», IIOTOMKYIOUHCh Ha
KOHCYJIbTYBaHHsI Ta OTPHMaHHA OJiarofiiHoi momomorw,
J1a10 3rofly Ha 00poOKy MepCOHAIBHUX AAHHX BiAMOBiIHO
JI0 3aKOHOJABCTBa YKpaiHH PO 00poOKy NepCOHAIBHUX
JaHUX i Ha MOJXJIMBE ONUTYBAHHS] 3 METOI MOHITOPHHTY
SIKOCTi HaJIaHO! GJIAaroifHO1 JOMOMOTH.

Jato nos3Bin Ha 0OpoOKy, HakOmW4YeHHs, 30epiraHmus,
aJanTyBaHHS, 3MiHy, NOHOBJEHHS, BHKOPHCTAaHHS Ta
nonmpeHHs (PO3NOBCIOKEHHsI, peatizaliio, nepeaady),
3HEOCOOJEHHS IePCOHANBHUX [aHHX, y TOMY 4HCIHi
xoH(inenuiinoi inpopmarii npo moro anpecy, aary ta
Miclle HapOJKEHHS, IHIIMX MOIX NEPCOHAIBHUX JaHUX,
NepCOHANBHUX JaHMX Ta Oynp-ski iHmI naui, IO
HAJalOTbCS MHOI0 B MpOIECi aAHKETYBaHHA Ta
MOHITOPHHTY SIKOCTi HaJjaHO1 O6/aroAifiHoi JOIoMOry.

Hagenena Buiie iHdopmanis Takox MOXe HAIABATHUCH
TpeTiM 0cobaM, B TOMY YHCIIi, ajle He BUKIIOYHO OpraHam
JiepXKaBHOT BJIaJIM, OpraHaM MiCIIEBOTO CaMOBPsIIy BaHHsl,
MiANpHEMCTBAM, oprasizarism, 3aKJazam, 10
BiTHOCATBCS O JepXaBHOi, a0 KOMyHalnbHOI (opmu
BJIACHOCTI Oe3mocepeHp0 3aiisiHuM B 00po6mi 1uX
JIaHHX, @ TAKOXK B iHIIUX BUMAKaX OPSIMO Hepen0aueHnx
3aKOHOJABCTBOM. MHOI0 OCOGHCTO IIPOYHTAHO, 3MICT
3po3yMmiNlo, Hamal0 3roJy Ha HiAmHcaHHI 0coGi

3i 3micToM I1ooXKeHHs PO 3aXUCT NEPCOHATBHUX JAHAX
BO «Marsbtilickka cimyx06a fgomomord y JIbBOBi», mio
omy0:ikoBaHui Ha odiuiiitHomy caiiti https:/malteser.ua/,
o3HalloMIIeHHi/a.

Jlara:

(signature, name) / (migmuc, npi3Bumie Ta iHinianm)



Annex 6 — Consent to the Processing of Personal Data
(parental consent regarding the child)

To the Director of CO“Malteser Relief Service in Lviv”,
Mr. Pavlo Titko
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Honatok 6 - “3roxa Ha 06POOKY MEPCOHATBHUX JAHHX

(3rona 6aTbKiB 100 AUTHHH)”

Hupextopy BO «Manbrilickka ciyx6a nomoMord y
JIsBoBi» 1. ITaBny Titky

(name of the applicant)

(I1IB 3asBHEKA)

(contact phone number)

(xoHTaKTHHIA Tenedon)

(number of the applicant’s identity document, passport,
registration number of the taxpayer’s record card)

STATEMENT
L

(HOMeEp TOKyMeHTY, 110 3aCBigdye 0co0y 3asBHHKA,
nacropt, PHOKIIIT)

3AABA
Hactynzuwm s,

(full name, year of birth), the legal representative of a
minor child

(TTIB, pix HAPOIKEHHS), IO € 3aKOHHAM TIPEJCTABHHKOM
HENOBHOJITHBOL JHATHHU

(full name, year of birth), hereby consent to the receipt of
assistance and to the collection and processing of personal
data for the purpose of maintaining a personal data base,
receiving targeted/non-targeted charitable assistance,
surveying the quality of charitable assistance provided
and implementing the statutory activities of CO “Malteser
Relief Service in Lviv”.

The above information may also be provided to third
parties, including, but not limited to, state authorities,
local self-governing bodies, enterprises, Organisations,
institutions belonging to the state or municipal form of
ownership directly involved in the processing of such
data, in accordance with the requirements of the Charter
of CO “Malteser Relief Service in Lviv”, as well as in
other cases directly provided for by law.

I am familiar with the content of the Regulation on the
Protection of Personal Data of CO “Maltese Relief
Service in Lviv” published on the official website
https://malteser.ua/.

(ITIB, pix HapomKeHHs), HaJal 3Oy HA OTPUMAHHS
JIOIOMOTH Ta Ha 36ip Ta 06poOKy mepcoHANbHUX JaHHX 3
METOIO BeleHHs 0a3u NepCOHAIBHHUX TaHHX, OTPUMAHHS
iIbOBOI/HELiTEOBOT Gnaroniiinoi JIOTIOMOTH,
aHKETyBaHHIO IIOAO SKOCTI HagaHOi Ouaro;idHol
ZOTIOMOTH  Ta peanizauil craTyTHOi aAisibHOCTI BO
«MasTilickka ciayx6a nonomoru y JIbBosi".

Hapenena Bume iHdopmaiis TakoX MOXe HaIaBaTHCh
TPETiM 0c06aM, B TOMY YHCII, ajle He BAHATKOBO OPraHaM
JIePXaBHOI BJIa/ik, OPraHaM MiCIIEBOTO CaMOBDS1y BaHHS,
OiANPMEMCTBAM,  OpraHi3amisM,  3akiagam, IO
BiTHOCATECA N0  HENEPKABHOI, JepXaBHOI, a6o
KOMYHAaJIbHOI (POPMH BJIACHOCT] 0€310CEPENHBO 3a1iTHUM
B 00p0oOLi IUX JaHKX, y BIAMOBIHOCTI 10 BUMOT CTaTyTy
bO «Masbrilicska city>x6a gonomMord y JIbBOBi», a Takoxk
B immEx ~ BUmagKax  mpsAMO nepenbdayeHnx
3aKOHOJIAaBCTBOM.

3i 3amicTom IosoxKeHHs PO 3aXKUCT MEPCOHATBHUX JAHUX
BO «Mansrilickka ciayx6a momomoru y JIbBOBi», mo
onyO6nixoBaHui Ha odiniliHoMy caiiti hitps:/malteser.ua/,
o3HalloMIIeHHIl/a.

1 give my permission to the processing,
accumulation, storage, adaptation, modification,
renewal, use and dissemination (distribution, sale,
transfer), depersonalization of personal data,
including confidential information about my
address, date and place of birth and address, date
and place of birth of my child and other personal
data.

Haro  0osein  Ha  06pobKy, Haxonuyewws,
30epicanns, AOanmMy6anHs, 3MiHY, NOHOGNEHHS,
6UKOPUCTAHHA ma nowupenHs
(posnosciodoicennsn,  peanizayito,  nepedauy),
3HEOCOO/IeHHA NEePCOHANLHUX OQHUX, Y MOMY YUCTT
KoH@iOeHyiiinoi inghopmayii npo mow adpecy,
oamy ma micye HapPOOJICceHHs ma aopecy, damy ma
Micye HApOOJICEHHA MOET OumuNY Mma IHWUX Moix
NnepCoHANbHUX OAHUX.

I confirm that I understand and am fully aware of
all possible risks to the life and health of my child
(children) during martial law. agree to all
conditions of the functioning of Charitable

Iliomeepdoicyro, wo posymito ma nosHicmio
YC6IOOMNIOI0 YCi MONCIUGE PUBUKYU WOO0 HCUMMS
ma 300poe’s moei oumumnu (Oimeii) y nepiod
B0CHHO20 CHIAHY, NO200XCYIOCS 3 YCiMa yMoeamu




Organisation “Malteser Relief Service in Lviv”’
during martial law. I confirm that I have been
familiarized with the availability of shelters, their
location, contact details of the persons responsible
Jor the evacuation of children and give permission
Jfor my child (children) to stay in such shelters for
the period of air alerts on the territory of
Charitable Organisation “Malteser Relief Service
in Lviv”.

@ynxyionyeanna Enazooiiinoi  opeanizayii 5O
«Manvmiiicexa cyscoa oonomozu 'y Jlveosiy y
nepioo goecnnozo cmamy. Iliomeepoaicyio, wo mene
O3HalioMNeHO i3 HaaeHicmilo  yKpummis, ix
MiCYe3Haxo00NCeHHAM, KOHMAKMHUMU — OAHUMU
6i0nosioanvHux npayieHukie 3a eeaxkyayiio oimei
ma 0ar 0036i1 HA NepebYBAHHA MOEi OUMUHU
(Oimeii) 'y maxux yKkpummsx Ha nepiod
020/10UleHHs. NOGIMPAHUX MPUBO2 HA MePUMOopii
3Haxooxcenna  BO  «Manvmiiicoka — cayscba
oonomozu y JIv60giy

1 give permission to take photos and to use photos
and videos of my child (children), monitoring data
and interviews of my child (children) for the
purpose of reporting, informing the public about
the project activities, as well as for internal use.

Haro 0036in domozpagyyeamu ma
suxopucmosysamu  ¢pomo, 6i0eo, HaA  AKUX
300pascena Mo Oumuna  (Oimu), Oawnux
MoHimopunzy ma inmepe 1o Moei Oumunu (Oimeii)
3 Memoi0 HAOAHHA 36imMHOCHI, iH@OpMYSaHHs
2pomadcekocmi  npo  OiAnvHicme npoekmy, a
MAaK0HC BHYMPiUHbO20 KOPUCHTYEAHHSI.

Date:

Jlarta:

(signature, name) / (mixnuc, npi3Buine ta iHiniaam)
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Annex 7 — Order (on appointment of a person
responsible for the protection of personal data during
their processing in the project)

ORDER No. __

.20
On appointment of a person responsible for the
protection of personal data during their processing
in the project

Guided by Law of Ukraine No. 2297-VI “On Personal
Data Protection”, the Standard Procedure for Processing
Personal Data approved by Order of the Ukrainian
Parliament Commissioner for Human Rights No. 1/02-
14 dated 08/01/2014, the Charter of CO “Malteser
Relief Service in Lviv”,

I ORDER:

1. To appoint

Jonatoxk 7 - “Haxa3 (11po npusHaueHHs 0co0H,
BiJINOBiaTbHOT 32 3aXMCT NEPCOHANBHUX JaHUX MPH iX
06po6ui B mpoexTi)”

HAKA3 Ne

20

ITpo npu3HavyenHs oco6u, BianoBigaabHoT 32 3axHcT
MEPCOHAJBHMX AAHNX NPH iX 06podui B mpoekTi

Kepyrouncr  3axkoHoM  Vkpainm «IIpo  3axmct
HepCoHaNBHUX  JaHux» Ne 2297-VI, Tumosum
HOPAIKOM 06pobku TIEPCOHATBHUX JIaHHX,

3aTBEP/DKEHMM HAKa30M YIIOBHOBA)XXEHOro BepxoBHOT
Panu Ykpainu 3 npaB moaunu Bix 08.01.2014 Ne 1/02-
14, cratytom BO «Maisriiicbka ciysx0a A0ONOMOTH 'y
JIbBOBI»

HAKA3YVY1O:

1. ITpusHauntn

(full name and position of the employee), responsible

for the protection of personal data of employees and

beneficiaries during their processing in the project
(60)

“Malteser Relief Service in Lviv” related to

(IIIb ta mocama mpauiBHMKA), BiANOBiZAJEHHM 3a
3aXMCT TNEPCOHANBHHMX JaHHX MpAliBHHUKIB Ta
Oenediniapi mpu 1x 06poOui B pamkax IpPOEKTY

2. To bring the order to the attention of abovementioned
employees of the Organisation.

3.1 shall personally supervise the implementation of the
order.

Director

BO «Mansriliceka ciyx6a nomomoru y JIbBOBI» y
YaCTHHI

2. JloBectm Haka3 g0 Bigoma

npatiBHUKIB Oprauizamii .

BUIIC3ralaHuX

3. KoHTposip 3a BHKOHaHHAM Hakasy 3aIMIIAI0 33
c00010.

Jupextop

(signature) / (mmiamuc)

I am familiarized with the Order and functional
responsibilities in accordance with Regulation on the
Protection of Personal Data of Charitable Organisation
“Malteser Relief Service in Lviv”,

202 .

3 Haka3oM Ta (yHKIiOHAIBHIMM OGOB'I3KAMH 3TiZHO
IlonoxeHHss MHPO 3axXMCT MEPCOHANBHMX JAHMX
bnaroxitinoi opramizanii «Mabriiiceka  cityx6a
ponoMory y JIbBOBi», O3HaOMIIEHA/HHIA.

(signature) / (migmmc)



Annex 8 — Non-Disclosure Agreement

NON-DISCLOSURE AGREEMENT

City of Lviv 1202
CHARITABLE ORGANISATION
“MALTESER RELIEF SERVICE IN LVIV”?, a
legal entity registered under the current legislation
of Ukraine at 8 Akademika Bohomoltsia Str., apt.
2, Lviv, Lvivregion, 79005, Ukraine, identification
code 19323705, represented by Pavlo Vasylovych
Titko, the Director, acting under the Charter
(hereinafter referred to as the “Disclosing Party”,
the “Organisation”), of the one part, and

person , registration number of the
taxpayer’s record card ,
hereinafter referred to as the “Receiving Party”, of
the other part,

hereinafter collectively referred to as the “Parties”
and each individually as the “Party”, have entered
into this Non-Disclosure, Information Protection
Agreement (hereinafter referred to as the
“Agreement”) developed in compliance with the
provisions of the Constitution of Ukraine, the Civil
Code of Ukraine, the Commercial Code of
Ukraine, the Labour Code of Ukraine, the Law of
Ukraine “On Information”, the Law of Ukraine
“On Access to Public Information”, the Law of
Ukraine “On Personal Data Protection”, the
Resolution of the Cabinet of Ministers of Ukraine
“On the List of Information Not Constituting a
Trade Secret” and based on the Charter of
Charitable Organisation “Malteser Relief Service
in Lviv”.

1. SUBJECT OF THE AGREEMENT

Under this Agreement, the Disclosing Party
entrusts (transfers) to the Receiving Party
information at the disposal of the Disclosing Party,
and the Receiving Party undertakes to properly
store, not disclose and use it solely in the manner
prescribed by this Agreement.

2. TERMS AND DEFINITIONS

For the purposes of this Agreement, the terms shall
have the following meanings:

Jonatox 8 - “JloroBip mpo HepO3roJONICHHS
koHbineHuiiHO1 inpopmarii”

YI'OJA ITPO HEPO3I'OJIOIIEHHST
THO®OPMAIII

M. JIbBiB _._.202__ poky
BJATOJIIMHA OPT AHIBAIIIA
«MAJIBTIHCBHKA CJIYKBA JIOIIOMOT'H Y
JIbBOBI», ropuaiaHa ocoba, Mo 3apeecTpoBaHa
32 YMHHUAM 3aKOHOJIaBCTBOM YKpaTHH 32 aApecoro:
79005, JIbBiBchbka 001, M. JIEBiB, ByJ. AKazieMika
boromonsns, Oyx. 8, kB. 2, ineHTudikariiiauii ko
opuguaHoi  ocodbu  — 19323705, B 0coGi
JUPEKTOPA TITKA ITABJIA
BACWJIbOBHMYA, mo nie Ha mincrasi CratyTy
(mami - «Po3rojiomyroua CTOPOHAY,
«Opranizauis» ), 3 ofHi€T CTOPOHH, Ta

ocoba , PHOKIIII s
Hagani — «IIpmiimaroua cTopona», 3 iHIOL
CTOpPOHH,

B TOJAIBIIOMY pa3oM iMeHOBaHi «CTopoHW»,
a KoXKHa 0kpeMo — «CTOpoHay, yKJIaId 10 YTomy
HpO HEpO3roNolleHHs iHhopMalii, 3a0e3neueHHs

3axucty iHQopmanii (Hamami — «Yroma»)
pospobneHa 3 JOTPUMAaHHAM  TOJIOKEHB
Koncrurynii VYkpainm, LluBinEHOrO KoJ€EKCY

Vkpainu, I'ocnomapcbkoro Komekcy YkpaiHwm,
Koznekcy 3akoHiB mpo mpamo Ykpainu, 3akoHy
Vxpaiau «IIpo indopmariton», 3akoHy Vkpaitu
«IIpo moctyn mno my6miynoi iHopMmanii», 3akomHy
Vkpainn «[Ipo 3axucT NEePCOHANBHHUX TaHUX,
INocranosu KabGinery MinictpiB Ykpainu «IIpo
nepelik  BioMOCTe#f, 0O HE CTAaHOBIATH
KoMepliliHoi TaeMHHMLI» Ta Ha ocHOBi CraryTy
bnaroziiinoi opranizaiii «MabTilicbka CIyx0a
nonomoru y JIbBOBi».

1. IPEAMET YIroau

3a niero Yroznoro Posrosonryroda ctopoHa JoBipsie
(nepenac) IpuiiMarouiit cropoHi iHdopmariiro, ska
3HaXOAUTHCS B PO3NOpSMKeHHi Posrosomyrodol
CTOpOHH, a [Ipuiimaroya cTopoHa 3000B’3y€ThCS
HAJIe)KHAM 49HUHOM 30epiraTi, He pO3roJomlyBaTi
Ta BUKOPHCTOBYBAaTH Ii BHKIIOYHO B THOPSIKY,
nependadeHoMy L€ YTomor.

2. BUBHAYEHHSA TEPMIHIB

Jns uined niel yromm TepMiHH BXWBAIOTHCS B
HACTYTHOMY 3HAa4Y€HHi:
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Information is any information and/or data that
can be stored on material carriers or displayed
electronically, or exist without such storage and
display. Information includes commercial,
confidential information, personal data of
employees and contractors of the Organisation.

Confidential information is any information in
the possession of the Organisation, the access to
which is restricted by the Organisation, which is
disseminated in the manner determined by the
Organisation.

Confidential information is any information and
documentation of any nature (in written, oral,
electronic or other form) relating to the activities of
the Organisation (whether or not such information
is marked in any way), including, but not limited
to, information of a technical, production,
administrative, economic, marketing, planning or
financial nature, which is transferred by one Party
to the other Party in any form, on a material device
or orally, or access to which is provided directly by
one Party to the other Party or another person for
fulfilment by the Receiving Party of its obligations
to the Organisation, as well as information
belonging to, used or acquired by the Parties during
their fulfilment.

Confidential information also includes information
transmitted by the Receiving Party and/or other
counterparty to the Organisation and may include,
but is not limited to: ideas, concepts, business
plans, formulas, technological processes, design
solutions, specifications, prototypes, samples,
improvements, applications, technical,
technological data, names, regardless of whether
they are in any way patented, registered or
otherwise publicly protected.

Confidential Information, in particular, includes:

° Agreements,  protocols,  preliminary
agreements, any unilateral, bilateral and
multilateral transactions, both signed and
drafted.

Forms of cooperation with counterparties.

° Amounts and forms of payment of salaries,
bonuses, remuneration, and other material
and monetary compensation.

Indopmaniss — Oynp-sxi Bimomocti Ta/abo mai,
AKi MOXYTh OyTH 30epexeHi Ha MaTepialbHHX
HOCifX, a00 BimoOpaxeHi B €JEKTPOHHOMY
BHIJIAMI, a00 iCHYIOTh 6e3 Takoro 30epexeHHs Ta
BimoOpaskeHHsI. Indopmanis BKJIIOYA€
KOMepLiliHy,  KkoHQimeHuiliHy  iHdopmarito,
NepCOHANbHI NaHi NpaliBHUKIB Ta KOHTPAreHTiB
Oprasni3ari.

Kondinenuiiina indopmanis -  Oyas-ska
inpopmariis, ska 3HaxOOWTBCS Yy  BigaHHi
Opranizamii, mocTyn g0 SKOi OOMEXYETHCA
Opranizari€ro, ska HOMHUPIOETECS y BU3HAYEHOMY
OpraHizaniero mopsaxy.

Kondinenuiiinoro  indpopmauiero € Oymp-ika

inbpopmanis Ta  mOKyMeHTamiss  GyaB-KOro
XapakTepy (B UCHMOBIl, yCHill, eJleKTpOHHii a6o
iHmifi  ¢opmi), fAKa CTOCYyeThCS MiAIBHOCTI
Opranizanil (He3aJeXxHO BiJ TOro, Y MO3HAYeHA
Taka iHopMmaris sSKMMOCH YHHOM YM Hi),
BKJIIOYAKO4Y,  TNPOT€  He  OOMEXYIOUNCH,
indopmariero, sika Mae TeXHiYHWM, BUPOOHUYMIA,
aIMiHICTpaTUBHHIA, €KOHOMiYHHIHA,
MapKETUHIOBUH, IUIaHOBHI abo0 (iHaHCOBMIA
XapakTep, sKka IepefacTbcs omHiero CTOPOHOIO
igmifi Croponi y Oynb-sakiit ¢opmi, Ha
MaTepianbHOMy Hocii a0 ycHO, abo mocTynm a0
Kol HamaeTscs Oe3nocepenHbo CTOPOHOMO iHM i
CropoHi abo iHIIOK OCOGOH IS BHKOHAHHS
IIpuniiMaro4or0 CTOPOHOIO 3000B’s3aHb  TIEpen
Oprauizamiero; a Takox iHpopmamis, 1o
HAJIEXHUTb CropoHawm, BUKOPHCTOBY€THCS
CropoHamu a6o HaOyBaeThesi CTOPOHAMH IIi [ Yac
BUKOHAHHS HHMH CBOiX 3000B’s3aHb 3a IMI€IO
YTOZOIO.

Koninenmiitna iHdopMmamiss BKIIOYAaE TaKOX
indopmartito, sika mepenaerbes IIpuitMarouoro
CTOPOHOIO  Ta/ab0  {HMIMM  KOHTPareHTOM
Opranizauii Ta MoXe BKIIOYATH, ajle HE
OOMEXKYEThCS: iesIMH, KOHIEMIisaMH, Oi3Hec-
IUIaHAMU, bopmynamu, TEXHOJIOTiYHIMU
IpolecaMy, KOHCTPYKTHBHAMH  PillleHHSMH,
crnenudikanisiMi,  OPOTOTHNAMHM,  3Pa3KaMH,
YIOCKOHAJICHHSIMY,  3asfBKaMH,  TEXHiUHIMH,
TEXHOJIOTIYHMMU ~ JaHWMH, HaliMEHyBaHHAMH,
HE3aIEXHO BiJl TOTO UM € BOHU SKUMOCH YHHOM
3aIlaTeHTOBAHKMMH, 3apEECTPOBAHUMY Y iHIIUM
YUHOM IyOJiYHO 3aXUICHIMHU,

Jo Koudinennifinoi indopmarii, 30kpema,
BiZIHOCUTBCS:
o JloroBopy, IPOTOKONH, INONEpeIHi Yroiw,

OyIb-sIKi OIHOCTOPOHHi, JBOCTOPOHHI i

6araTocTOpOHHI NMPABOYHMHM, SIK ITiJNKCaHi,

TaK i IPOEKTH.

®opmu criiBpoGITHULTBA 3 KOHTPareHTaMH.
° Po3mip i popmu BurIaTH 3apo0iTHHX ILIAT,

IpeMiii, BUHAropoA, iHMMX MaTepialbHuX i

I'POIIOBHX KOMITEHCAITiif.
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Amounts of remuneration of agents,
intermediaries, commission agents,
attorneys, representatives and other persons
providing services and/or performing work.
Cost of works and services to be
performed/provided, amounts and forms of
payment for such works and services.

Dates and forms of payment of salaries,
bonuses, remuneration, fees, other
compensation and monetary amounts paid
by the Disclosing Party to its employees
and/or contractors.

Dates and forms of receipt of any monetary
amounts.

Prices for products and services, including
the ones specified in offers and business
proposals.

Offers, business proposals, correspondence
with legal entities and individuals.

Names of agents and intermediaries,
commission  agents, attorneys and
representatives.

Terms of reference, task descriptions,
specifications, diagrams, any technological
documentation.

Reports on work performed and services
provided.

Nature and form of changes made to any
computer programs.

Organisation of the production process.
Statistical data related to the production
process.

Methods of access to premises, computer
systems, databases (code words, passwords,
access codes and other data).

Home addresses and phone numbers of
employees and contractors.

Business and development plans and
forecasts.

Correspondence with customers and other
contractors.

Information about the Disclosing Party’s
customers and partners, the content of
business correspondence and negotiations
with the Disclosing Party’s customers,
potential customers and partners.
Information on the Organisation of labour
by the Parties.

Information on the Disclosing Party’s
budget; turnover, banking operations;
information on financial transactions;
banking relations; specifics of international
settlements with foreign firms; state of the
company’s bank accounts; level of income;
debt obligations; amounts and conditions of
bank and other loans.

Po3Mipu BUHAropoz areHTiB, mocepeaHUKIB,
KOMiCiOHepiB, MOBipeHNX, MPEICTABHUKIB Ta
iHmMX ocib, sKi HamarOTh MOCIYTH Ta/abo
BUKOHYIOTH POOOTH.

Bapricte  pobGiT Ta  mocmyr, 1o
BUKOHYIOTECSI/HaJAIOTECSI, PO3MipH i hopMu
OIUTaTH TaKUX POOIT Ta MOCIYT.

Jatu 1a opMu BUIUIAT 3apOOiTHUX ILIAT,
nmpeMiff, BWHAropon, TOHOPApiB, iHIIKMX
KOMIIEHCAallilf Ta TPOIIOBHX CyM, SKi
Posrosoniyroya CTOpOHa BHIUIAYY€E CBOIM
HafiMaHIM TpalliBHUKaM Ta/abo
HigpsqHAKaM.

Jatn Ta ¢opmMu ozxepkaHHS OyAb-SIKHX
T'POLIOBHX CYM.

Lliny Ha TPOAYKIIO Ta MOCIYTH, 30KpeMa
L[iHY Ha TIPOIYKIIIO Ta MOCIYTH, 3a3HaYeHi B
odeprax Ta ALUTOBAX MPOMO3HUIIIfX.

Odepry, ninoBi Mpomno3mLlii, IUCTYBaHHS 3
IOpUIUYHIMH i Bi3uuHEME ocobamu.
HalimeHyBaHHS areHTiB i MOCepeIHMKIB,
KOMiciOoHepiB, MOBipeHHX Ta MpeICTABHUKIB.

TexmiuHi  3aBAaHHS,  OIMCH
cnerudikarii, CXEMH,
TEXHOJIOTiYHA NOKYMEHTAIisl.
3BiTM PO BHUKOHAaHi poOOTH Ta HamaHi
TNIOCTIYTH.

Xapakrep Ta BUIIIA] 3MiH, BHECEHUX y Oy Ib-
SIKi KOMIT FOTEpHi IIPOrpamu.

Oprani3zanis BUpOGHIIOT0 HPOLIECY.

3ajad,
Oynp-sKa

CraTuCcTHuHI  JaHi, IIO  CTOCYIOTHCA
BHUPOOGHUYOTO MPOLIECY.
Cnocobu  poctymy B IpUMILIEHHS,

KOMIT'TOTEpHi CHCTeMH, 0a3y AaHuX (KOOBi
CJIOBa, NApOITi, KOAW JOCTYITY Ta iHIIi JaHi).
JomamiHi anpecn i TeneoHM mpainiBHUKIB
Ta KOHTpareHTiB.
biznec-mmanm i
PpO3po0JieHi MPOrHO3H.
JluctyBaHHS 3 3aMOBHUKaMH ¥ i{HIIUMH
KOHTPareHTaMu.

Indopmariis npo Kii€HTIB Ta mWapTHepiB
Posrononrytouoi CTOpOHH, 3MIiCT [iJIOBOT
MepeNiCKA Ta TeEperoBopiB 3 KIi€HTaMH,
NOTEHILIHIMH KJIiEHTaMH Ta TapTHEpPaMU
Po3sronomyro4oi cropoHH.
Bimomocti mpo  oprasizariio
Croponamu.

Binomocti mpo OGromxker Posronomrytouoi
CTOpOHM; 000pOTH; OaHKIBCBKi Omepallii;
BitomMocti mpo  (QiHaHCOBI  oreparrii;
GaHKiBCHKi 3B’S13KH; crieny(ika Mi>KHAPOIHIX
PO3paxyHKiB i3 3aKopHOHHMMH  (ipmamy;
craH OaHKIBCBKUX PaxXyHKiB MiJNPUEMCTBA;
piBeHb JIOXOAiB;, OOpProBi 3000B’sI3aHHS;

vy

po3Mmipu i yMOBM OaHKIiBCHKMX Ta iHINMX

IUIAHW  PO3BHTKY,

npaui
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° Data of representatives, intermediaries,
dealers and partners; data on suppliers; tacit
partners of companies; commercial
relations;  information on  foreign
commercial partners; information on
financial condition, reputation and other
data characterizing the degree of reliability
of the counterparty or its representatives.

° Terms and conditions of contracts,
agreements, both concluded and planned
(terms, conditions, liability and other
material terms); terms of payments under
contracts (prices, discounts, additional
payments, instalment payments);
information on the execution of contracts;
terms and conditions of employment
contracts with employees; information on
remuneration, bonuses, additional payments
and compensation.

° Information belonging to the Disclosing
Party on the basis of intellectual property
rights — information in electronic form,
which constitutes websites; photographic
images of employees, partners, office
premises, copyrighted designs, software,
audio, video and electronic records, paper
records, etc.

. Any other information received in any form
with a mark or notice of the confidentiality
of such information.

Trade secret is information that is secret because,
in general, in a certain form or in the aggregate of
its components, it is not public and is not readily
available to persons who normally deal with the
information to which it belongs, and which, in this
regard, has commercial value and has been the
subject of measures taken by the Organisation to
maintain  its secrecy, adequate to the
circumstances. A trade secret is information that
has actual or potential commercial value due to its
being unknown to third parties and to which there
is no free access on a legal basis.

Confidentiality of information is the property of
information to be protected from unauthorized
familiarization, access, use and distribution.

Access to information is a set of actions aimed at
familiarizing certain persons with information with
the consent of the Organisation or on another legal

KpEeIUTiB.
° Jlani  NpencTaBHHKIB,  IOCEPEIHHUKIB,
JIIepiB i mapTHepiB; JaHi po

MOCTAYaJbHUKIB, HErJIaCHi KOMITaHbIOHH
TOBAPHCTB; KOMEpLiiiHi 3B’3KM; BiOMOCTI
I[OZI0 iHO3eMHUX KOMEPUiliHUX MapTHEPIB;

Bimomocti  mpo  ¢iHaHcoBuMii  cTaHm,
pemyTaitito Ta iHmmi JaHi, mo
XapakTepU3ylOTh  CTYMiHb  HaIilHOCTI
KOHTpareHTa abo 0ro npencTaBHUKIB.

o YMOBH 3a KOHTpakTamy, yromamu —
SIK YKJIaJIeHNMH, TaK i THMH,
IO TUIAHYIOTHCS (cTpoku, YMOBH,

BiINOBiNaIbHICTh Ta iHII iCTOTHI yMOBH);
YMOBH IIATEXiB 32 KOHTpakTamu (LiHH,
3HIKKH, JIOTUTATH, PO3CTPOUYEHHS
IUIATEeXiB); BIiOMOCTI NP0 BHKOHAHHSA
KOHTPAKTiB; YMOBH TPYIOBHX IOTOBOPIiB 3
NpalliBHAKAaMH; BiJOMOCTI TIpO  OIUIATy
TpaLi, mpeMiaibHi, JOIJIATH i KOMIIEHCAITT.

° Indopmanis, o HanexuTh Po3roonyrogii
CTOPOHI Ha TpaBi  iHTENEKTYaabHOI
BJIACHOCTi - iH(opMaLis B eleKTPOHHOMY
BUITIAMI, 3 KO CKIIANalOThCH BeO-caiiTy;
tororpadiuni 300paxkeHHs MpaliBHUKIB,
napTHepiB, 0QiCHUX MPUMIIIEHb, aBTOPCHKI

po3poOKy, TporpamHe  3abe3neueHHsd,
aylio- Bifleo- eNEKTPOHHI 3amucH, Ha
HanepoBHX HOCIAX TOIIO.

o byns-ska inma iHdopmaris, orpuMaHa B
Oynmp-skifi ¢opmi 3 mo3Haukow aGo 3
TIOBi TOMJIEHHSIM npo pexuM
KoH(bineHuiltHocTi Takoi iHdopmarrii.

Komepuiiina Taemuuus — indopmaris, ska €
CEKPETHOIO, OCKINIBKY B LIOMY, Y TIEBHil dopmi
YK y CYKyIIHOCTI if CKJIQIOBHX He € IyOJiIHOK Ta
HE € JIETKOAOCTYIHOI Ui oci0, sKi 3a3Buyaii
MalTh CrpaBy 3 iH(popMalli€ro, 0 5AKOI BoHA
HaJIXKUTD, i fKa Yy 3B’S3KY 3 LM Ma€ KOMEpIiiHy
LiHHICTP Ta Oyfna MOpeqMeToM —aJeKBaTHHX
oOcTaBUHAM 3aXOJiB, ki Oprauisallis BXuBac s
30epexxeHHs i cekperHocti. KomepiiiHoro
TaEMHULIEIO € BiOMOCTi, IO MAIOTh IilicHy aGo
NOTEeHNiliHy KOMepLiliHy IiHHICTE y cmiy
HeBizoMocTi il TpeTiM ocobam it 10 AKoi HeMae
BiJILHOTO OCTYIy Ha 3aKOHHii MijcTaBi.

Konpinenuifinicts indopmauii — paacTusicTs
indopmarii Oyt 3aXUIIEHO0 Bz
HECAHKI[IOHOBAHOTO  O3HAMOMJICHHS, JJOCTYITY,
BUKOPUCTAHHS T4 PO3MOBCIOMKEHHS.

Jdoctyn no indopmanii — cykymuicTs mii,
CIPSMOBAaHUX HAa  O3HAOMIIGHHS  TIEBHHMH
ocobamu 3 iH(popmariero 3a 3romor Opramizanii
a0o Ha iHIIii 3aKOHHIl MifcTaBi, 32 yMOBH 3aXHCTy
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basis, provided that such information is protected
from disclosure and transfer to third parties.

Insider information is information that includes
any information about the internal structure of the
Organisation, its relationships with counterparties.

Disclosure of information is an action, a set of
actions or omission as a result of which
information becomes known to third parties
without the consent of the Disclosing Party or
contrary to the relevant labour, civil or commercial
contract, as well as failure to take all measures
necessary to preserve information, which made it
possible for other persons to access the
information.

Information leakage is the disclosure of
information against the will of the Disclosing Party
caused by improper compliance with the rules
established by the Regulation, labour, civil and
commercial contracts or inadequate protection of
restricted information.

Cooperation is interaction and cooperation by
mutual agreement of the Parties, formalized in a
written agreement.

All other terms used in this Agreement shall be
interpreted in accordance with the current
legislation of Ukraine.

No information under this Agreement may
constitute a commercial secret:

- which was publicly disclosed prior to the
conclusion of this Agreement;

- which became publicly available during the term
of this Agreement, but without the culpable
participation of the Receiving Party.

If the information determined by the Parties to be a
trade secret loses this status in accordance with the
law, it shall continue to be protected under the
conditions of this Agreement as Confidential.

3. RIGHTS AND OBLIGATIONS OF THE
PARTIES

3.1. The Receiving Party undertakes:

3.1.1. during the term of the Agreement, not to
disclose the information of the Disclosing

Takoi iHopmanii Bix posronomieHHs i mepenaui
TpeTiM ocobam.

Incaiinepcbka indopmanin — ne inpopmartis ska
BKIIOYae B cebe OyAp-AKi BiZOMOCTI IIOAO
BHYTpilUHBOI  opramizamii  Opramizamii, i
B3a€MO3B’ 3K 3 KOHTpareHTaMu.

Posronomenns indopmanii — xmis, CykymHiCTh
Jii a00 Ge3misIBHICTB, Y pe3yNbTaTi SKUX
indopmanis crae Bimomoro TperiM ocobam 0Oe3
sroqu Ha ne Posromomyrouoi croponm aGo
BCyTIeped BiJNIOBiIHOMY TPYIOBOMY, [IUBITEHOMY
Y1 FOCIIONAPCHKOMY JIOTOBOPY, 8 TAKOX HEBXKHUTTS
BCIX 3axofiB, HeOOXiZHWX M 30epesKeHHs
indopmariii, BHACHIZOK YOT0 YMOXIMBUBCS
JOCTyT 110 iH(opMail y iHmmx oci6.

Butik indopmanii — posronommenss indpopmarii
no3a BoJseo Posronolty4oi cTOpoHH, CipUYUHEHE

HEHAJIe)KHUM JIOTPUMAHHIM TPaBWII,
BCTAHOBJICHNX  [IOJIOXKEHHSM,  TPYIOBHMH,
[UBiIbHO-TIPABOBAMH Ta rocronapchKo-

NPaBOBHMH JIOrOBOPaMH a00 HEHANIEKHUM PiBHEM
3aXucTy iHdopMarii 3 00MeKEeHUM TOCTYTIOM.

CrniBnpans — B3aeMofis i cHiBpoOITHMLTBO 3a
B3aeMHOIO  3rojoro  CropiH,  odopmiena
MHICBMOBUM JIOTOBOPOM.

Bci inmi TepmiHm, sKi BXXUBalOThCS y Wit Yromi,
NOBMHHI TJIYMAudTHCS 3TiAHO {3 YHMHHEM
3aKOHOJJABCTBOM YKpaiHH.

3a mieto VYromow He MOXYTh CTAHOBHTH
KOMepLiliHy TAaEMHUIIIO BiZJOMOCTi:

- fKi 10 MOMEHTY yKJajieHHd wiei Yromu Oynu
MyOJiYHO OMPIUTIOHEH];

- SIKi CTAJTM 3araJIbHOXOCTYTTHAMM IIiJT 9ac mii miei
Vroau, ame Ge3 BuHHOI yuacti [lpuitmMarouoi
CTOPOHH.

Sxkmo indopmamis, BuzHaueHa CTopoHaMM
KOMEpLiHHOI0 TaeMHHIIEI0, BTpayae Iieil craryc
3rifHO 3 HOPMaMH  3aKOHOJABCTBA, BOHA
MIPOJOBIKYE OXOPOHATHCS 3TiIHO 3 YMOBaMH IHi€l
Yromu sik Konginenuitina.

3.IPABA TA OBOB'sI3K CTOPTH
3.1. Ilpmiimaroua cTOpOHA 3060B’A3y€ETHCS:

3.1.1. npotdrom #ii Yroam He pO3rONONIYBAaTH
indopmaniro Posromoryrouoi cropoHu, Ta

27



3.1.2.

3.1.3.

3.14.

3.1.5.

3.1.6.

3.1.8.

Party and the information that became
known to the Receiving Party as a result of
its activities;

to protect the information of the Disclosing
Party, which became known to it as a result
of its activities, from any encroachments and
attempts to disclose and/or transfer it to third
parties;

to use the information of the Disclosing
Party only in cooperation with it;

in the course of its activities in cooperation
with the Disclosing Party and outside of
such activities, not to use the information
received in the interests of competitors and
itself;

in case of transferring information to third
parties within the framework of the activities
of the Receiving Party, to take all necessary
measures to ensure that the information
transferred to the other Party is not disclosed
through its fault and to ensure that such
person complies with the provisions of this
Agreement;

upon termination of cooperation, to return
all information obtained during cooperation
in the course of fulfilment of this Agreement
in hard copies, as well as copies thereof,
upon the first request of the Disclosing
Party, or immediately destroy at the request
of the latter;

. without the consent of the Disclosing Party,

during the cooperation of the Parties, not to
enter into contracts for the provision of paid
services, not to enter into labour relations
where one of the Parties to the service and/or
labour agreement is the United Nations, its
affiliated Organisations, other Organisations
financed by membership fees, subsidies of
the Federal Foreign Office of Germany or
otherwise financed by the German
government;

to promptly notify the Disclosing Party of
any request by any governmental authority
or official for information. In the event that
the Receiving Party becomes or may become
legally obligated to disclose any information
(whether by way of disclosure,

3.1.2.

3.1.3.

3.14.

3.15.

3.1.6.

3.1.7.

3.1.8.

indopmarito, 1o crajia Bizoma
Ipuiimarouili  croponi B pesynsrarti
30ifiCHeHHS HEFO CBOET JisIbHOCTI;

3axumary  igpopmanito Posronomryrouof
CTOPOHHM, fKa cTajia 1 BiZOMOIO B
pesyyibTaTi  3MifiCHEHHS  HE  CBOE]
HisTBHOCTI Bix Gy/Ib-SIKHX IIOCSATaHb i crIpod
iX OmpUmONHUTH Ta/abo MepexaTd TpeTiM
ocobawm;

BHUKOpHCTaTH iHpopmawito Posrononryrogoi
CTOPOHHM BHKJIFOYHO Yy CTIBIIpALli 3 HEIO;

mig 4ac 37iliCHeHHs CBOEi HisNIBHOCTI y
chiBmpani 3 Posronormyiouor cTOpoHO0
TaK i 11032 31iiCHEeHHsIM TaKoi JisILHOCT] He
BUKOPHCTOBYBAaTH OTpUMaHy iH{opmairiro,
B iHTepecax KOHKYPEHTIB Ta ceGe 0COBHCTO;

y BUmanky nepemadi indopmanii Tperim
ocobam B Mexxax 3xiticHenns [Ipuiivarodoro
CTOPOHOIO CBO€1 MiSUTBHOCTI BXHTH BCiX
HeoOXiMHMX 3axomiB s TOro, moo
inpopmanis, o mepemaeThes MMl
CTOpOHi He Oyna po3royomena 3 ii BUHU Ta
3a0e3neqnTH, o0 Ik ocoba
NOTPUMYBAJIach IIOJOXKEHb IependadyeHnx
"iero Yromoro;

TicJIs 3aKiHYEHHs CITiBIIpalli OBEPHYTH yci
BiIOMOCTi, OTpuMaHi 3a yac cmiBmpami B
MOPAAKY BUKOHaHHA wiei Yromu Ha
MaTepiaJlbHIX HOCIfAX, a TaKoX iX Komii 3
MOMEHTY Tepmoi BuMorn Posromionryroyoi
CTOPOHH, a00 HeraitHO 3HHILUTH Ha BAMOTY
OCTaHHbOT;

6e3 3romm Posronomuryo4oi cTopony mix gac
cnirnpani CTopiH He yKJauaTh IOTOBODIB
PO HaJaHHA IJIATHUX [OCIYT, He BCTYIATH
B TPYJOBi IPaBOBiHOCHHM, 1€ ONHI€IO 3i
CropiH 0roBopy Ipo HajaHHsS MOCIYT Ta
(abo) TpymoBoro moroBopy € Opramizamis
O6’ennanux Hariii, adinilioBani 3 Hero
opravizauii, immi  opraisanii, wpo
(hiHaHCYIOTBCS 3@ pPaxyHOK WIEHCHKHX

BHECKIB, JoTartiit DeneparbHOro
MiHicTepcTBa 3aKOPIOHHUX CrpaB
Himewuanau abo B iHmmii cmoci6

(biHaHCYIOTBCS HIMELBKUM YPSIOM;

HeTaliHO  ToBimoMJIATH  Po3ronouryrody
CTOPOHY TIPO OyAb-SKY BUMOTY OYIb-IKOTO
JepXKaBHOTO opraHy abo IOCaiOBOI 0COOH
1po HaaaHHs iHpopManii. YV Bunmanky, ko
[NpuiiMaroya CTOpOHA CTa€ 4M MOXE CTATH
IOPHANYHO 3000B’43aHa PO3TOJIOCHTH Oy b~
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interrogation, document request, lawsuit,
subpoena, civil investigative inquiry or other
process, or otherwise), the Receiving Party
shall provide the Organisation with prior
written notice of such requirement. The
Receiving Party shall provide only that
portion of the information that is legally
required to be disclosed, and shall use its
best efforts to ensure that the leakage of the
relevant information is minimized.

3.1.9 in case of attempts by unauthorized persons

to obtain from the Receiving Party
information constituting the Disclosing
Party’s information, such disclosure shall be
avoided and the Disclosing Party shall be
immediately notified of such case;

3.1.10 to store the information received in such a

3.2.

3.2.1.

322

3.2.3.

3.3.

3.3.1.

3.4.

3.4.1.

way as to avoid its disclosure to third parties,
including, in its absence, not leaving any
document or other medium of information in
the premises (place) to which any third party
may have access.

The Receiving Party has the right:

to contact the Disclosing Party for
appropriate  clarifications to  ensure
compliance with the terms and conditions of
this Agreement;

to take sufficient additional measures not
provided for in this Agreement to protect the
information belonging to the Disclosing

Party;

to exercise other rights provided by law.

The Disclosing Party undertakes:

to familiarize the Receiving Party with all
information security measures not provided
for in this Agreement.

The Disclosing Party has the right:

to check the progress of the Receiving
Party’s fulfilment of the terms and
conditions of this Agreement;

3.1.9.

aKy  iHpopmamito  (OyHp-TO  ILIIXOM
ONpPUIIONHEHHS, JONWTY, 3aluTy Ha
JIOKyMEHTH, TI030BY, IOBICTKY Ha NPOXaHHI,
IMBiILHO-PO3IIYKOBYBAJIGHOTO 3aMuUTy abo
iHMOro mporecy 4YM iHIIAM YHHOM),
[Ipuiimarodya cropoHa 3000B’s3aHa HagaTh
Oprani3zamii TIOTIepETHE MICEMOBE
HOBIJOMJICHHS  IOMO Takoi  BHMOTH.
IIpuiimaroya cropoHa 3000B’s3aHa MOIATH
JUIe Ty 4YacTUHy iHpopMarii, ska
IOPUAMYHO HAJIeXHO BHUMATaeThCs LA
PO3roOJIOIIEeHHs, i MOBMHHA BXXUBAaTH BCIiX
3ycwib, moO 3abe3nednTd MiHiMizalliro
BUTOKY BiflTIOBiIHOI iH(opmariii.

y pa3i HamaraHHsl CTOPOHHIX 0Ci6 OTpUMaTH
Bin IlpumiiMarouoi CTOPOHH BiTOMOCTI, IO
CTaHOBJIATH iH(opmarito Posroomryiouoi
CTOPOHH, HEOOXiTHO YHHKHYTH TaKoro
PO3rOJIOMIEHHS Ta HeTaifHO HOBiIOMUTH MPO
neit Bunmagok Posronoumyiouy cTopoy;

3.1.10. 30epirati oTpuMaHy iHGOPMAI[IO TaKUM

3.2.2.

3.2.3.

3.3.

33.1.

3.4.

3.4.1.

YYHOM, INO0 YHMKHYTH ii PO3roNIOIIeHHS
TpeTiM ocobaM, y TOMY YHCIi 32 CBOEQ
BiICYyTHOCTI He 3ajJMIDaTH  >KOIJHOIO
JoKyMeHTa abo iHmoro Hocis iHdopMmarii y
npuMimeHHi (Micmi), 10 SIKOTO MOXXe MaTh
JOCTYyTI Oynb-sika TpeTs ocoba.

Ilpuniimaioua cTopoHa Ma€ MpaBo:

. 3Bepraruch 1o Pozromomryrouoi cropoHH

JUIi OTPUMAaHHS BiIIIOBITHUX PO3’SCHEHB
moa0 3a0e3NeYeHHs] BUKOHAHHS YMOB Ii€l
Vronu,

BXXHMBAaTA JOCTATHIX JOMATKOBHMX 3aXOMIiB
Herepei0aueHnX W€l YTOI0H, 3 METOH
3axucTy  iHpOpMalli, sKa  HAIEKHUTH
Posronomntyrouiii cropoHi;

BUKOPHCTOBYBATH iHIII IpaBa, HepexdayeHi
3aKOHOM.

PosroJjionyoda cTopoHa 3000B'A3y€Thest:

o3Haiiomutu [IpuiiMarody cTopoHy 3i BciMa

3aX0qaMH 3a0€e3meYeHHs Oe3Mnexku
indopmanii, HemepemGadeHMMH €O
Vronoro.

Po3rosiomyioya cTopoHa Ma€ npago:

nepeBipsATH Xif BUkoHaHHA [IpuiimMarouoro
CTOPOHOIO YMOB wi€l Yroaw;

29



3.4.2.

3.4.3.

3.4.4.

3.4.5.

to allow or prohibit access to information, to
determine the procedure and conditions for
access to such information;

to introduce information into civil
circulation on the basis of agreements that
provide for the inclusion of conditions for
protecting the confidentiality of such
information;

in case of violation of the provisions of this
Agreement by the other Party, to take
measures provided for in the section below
to compensate for the damages incurred;

to exercise other rights provided by law.

4. LIABILITY FOR VIOLATION OF THE

4.1.

AGREEMENT

For violation of the requirements of this
Agreement, persons shall bear disciplinary,
civil, administrative and criminal liability in
accordance with the laws of Ukraine.

A violation of the Agreement shall mean the
dissemination or disclosure of information
in any form or in any manner, providing
access to it to third parties without the prior
written consent of the Disclosing Party, as
well as creating conditions that facilitate the
dissemination of such information, as a
result of which it may become known to
third parties or be displayed, voiced or
located in places where it may be brought to
the attention of third parties, even if such
communication has not occurred. In
particular, the Receiving Party shall be liable
for:

accidental disclosure of confidential
information if the Receiving Party fails to
maintain the highest level of care it can
reasonably maintain with respect to such
information, if the disclosure occurs due to
exposure to the media, social networks, or
otherwise becomes publicly available, or if
the Receiving Party fails to stop the
disclosure or use of such information after
discovering the fact of accidental disclosure
or use of such information;

3.4.2.

3.4.3.

3.44.

3.4.5.

JI03BOJIATH 400 3a00pOHATH JOCTYN [0
indopmatii, BU3HAYATH HOPSAOK i YyMOBH
JIOCTYIIy IO Takoi iHpopMaliii;

BBOJIUTH B LUBiNbHUI 000poT iH(OpMAaIifo
Ha IiJICTaBi TOTOBOPIB, IO Mepen6adaroTh
BKIIOYEHHS B HHMX YMOB IIPO OXOPOHY
KOH®ifeHIiHOCTI Takol iHpopMarii;

Y BHIAIKY TOPYLIEHHS MOJOXEHb IIHOIO
HpaBoYMHy iHIIOK CTOPOHOI MaTh IpPaBo
Ha BXHTTS 3aXOAiB IepenbaueHHX B
HIDKYE3a3HAYEHOMY po3mimi oJ0
BiJIIIKOTyBaHHS 3aBIaHUX 30MTKIB;

BUKOPHUCTOBYBATH iHIIi NpaBa, nependadeHi
3aKOHOM.

4. BIAMOBIJAJBHICTD 3A NIOPYIIEHHSA

4.1.

BUMOT YIroau

3a mopymieHHs BHMOr Ii€i Yromu ocobu
HECYTb JTUCIUTUTIHAPHY, LUBiJBHY,
aaMiHiCTpaTHBHY Ta KpUMiHAIBHY
BiATIOBiNANBHICT BiITIOBiTHO bi(s)
3aKOHOJIaBCTBa YKpaiHH.

IMin  nopymennsm  Bumor  Yromu
po3yMieTbes PO3MOBCIOIKEHHSI abo
posronomends y Oyap-skifi ¢opmi Ta y
Gynb-koMy BUrIIAAi iHpopMallii, HanaHHs o
Hei  gmocTymy — TpetriM  ocobam  Ge3
MonepeaHbOol MHACHMOBOT 3roau
Posromomyrouoi  cropons, a  Takox
CTBOPEHHA  yMOB,  fKi  CIPUSIOTH
PO3MOBCIOIDKEHHIO  Takoi  iH(opmarrii,
BHACIIiIOK YOr0 BOHA MOXE CTAaTH BilOMOIO
TpeTiM ocobam aGo GyTH BimoGpaxkeHOI,
O3BYYEHOIO YH PO3TALIOBAHOIO B MICIIIX, JI€
BOHA MOKe OyTH JIOBEEHA 110 BiloMa TPeTix
0ci0, HaBiTh, SAKINO TAKOrO NOBEICHHS HE
craiocs. 3okpema, Ilpuiimaioua cropona
Hece BiINOBiHaIbHICT 3a:

BUIMAAKOBE PO3TOJIOMIEHHS KOHGIIeHITIHHOT
indopmani, skio TpuiiMaroua cropoHa He
HiATpUMYy€e HalfBULIHiL piBEHb 06EPEKHOCTI,
SKAA ~ BOHa  MOXE  OOIPYHTOBAaHO
HiATPUIMYBATH CTOCOBHO TaKoi iH(OpMaIlii,
SKIIO PO3TONOIEHHS BifOylnoOCh uepes
MOTPAIUISHHS B 3aC00M MacoBoi iHdopMallii,
conianbHi Mepexi, abo iHIIMM crHoco6oM
ONUHKUJIOCH Y BiIKPUTOMY JOCTYI, a6o
skito IlpuiimMaroua CTOpoHa He 3yIMHAE
PO3rojioleHHss ab0 BUKOPHCTAHHS TaKoi
inpopmanii micna  BusBneHHs  akTy
BUIAJAKOBOTO PO3rOJIONICHHS! abo
BUKOPUCTaHHs Takoi iH(hopMallii;
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4.2.

4.3.

44.

4.5.

unauthorized disclosure or use of
information by persons who are or were
employed by the relevant Party at the time of
receipt of such information; intentional
breach of confidentiality.

The fact of violation by the Receiving Party
of the procedure for protecting information
owned by the Disclosing Party shall be
brought to the attention of the Receiving
Party by sending a notice of such violation
no later than 3 business days from the date
when the Party learned or should have
learned of the violation. The existence of a
violation may be grounds for termination of
this Agreement.

In case of violation by the Receiving Party
of the procedure for protecting information
owned by the Disclosing Party, the
Receiving Party shall be obliged to
reimburse all confirmed losses incurred by
the Disclosing Party as a result of violation
of the requirements of this Agreement, and
in case of disclosure of information after
termination of cooperation with the
Disclosing Party, also the unreceived (lost)
benefit the Disclosing Party would have
received if such information had remained
undisclosed.

For each case of breach of confidentiality
obligations under this Agreement, the
Receiving Party shall reimburse the
Disclosing Party for all losses caused by
such breach, and at the request of the latter,
pay an agreed fixed compensation
amounting to UAH 40,000 (forty thousand

hryvnias).

Fines, lost profits and damages shall be paid
by the Receiving Party within 14 business
days from the date of invoice for their
payment by the Disclosing Party. In case of
non-payment of fines, lost profits and
damages payable by the Receiving Party
within the time period established by this
clause, the Disclosing Party shall have the
right to apply to the court for compensation.

- HECaHKI[iOHOBaHE  PO3roJIOmEHHs  abo
BUKOpHUCTaHHA iHQopmamii ocobamu, ski
IPaLFo0Th a00 MpaIFoBaNH 32 HaliMOM s
BigmoBimHoi  CTOpOoHM Ha  MOMEHT
ollepXKaHHA Takoi iH(opMmarii; HaBMHCHE
NOopyLIeHHs! KOH(DiAeHLiHOCTI.

4.2. ®akt nopyeHss [IpuiiMar04ol0 CTOPOHOIO

HOPSIKY OXOpoHH iH(popmalil, mo €
BiacHicTio  Posronmomiyrouoi  cropoHH
IoBOOMThCA 10 Bigoma [lpmiimarodoi
CTOPOHU [UIIXOM HaJICWJIaHHS

HOBiIOMJIEHHS MPO Take MOPYIIEHHS He
ni3Hile 3 po6oUNX OHIB 3 THS KOJIM CTOPOHA
Ii3HaJach a0 Mana Ji3HATHCS MPO HAsSBHI
nopymeHHsa. HasBHICTs MOpPYIIEHHS MOXe
OyTU MiZCTaBOIO pO3ipBaHHS Li€l YTOmu.

4.3. 3a mopymeHHs I[IpuiiMaiodo0 CTOPOHOIO
NOpAAKYy OXOpoHH iH(popManii, mo €
BiacHicTio Posromomrytouoi croponu, y
IpuiimMarodoi cTOpoHM BHHUKAa€e 00OB’S30K
BiJIIKONTYBaTH BCi MiATBEpIKeHi 30UTKH,
ski moHecna Posronomryroda cropoHa y
Pe3yJIbTaTi IOpYyLIEHHS BUMOT L€l Yroau, a
y BUITAJKY PO3ToJIoMeHHs iHpopmanii micis
IOPUIMHEHHA chiBnpari 3 Posronormyiouoio
CTOPOHOIO TAaKOX i HeoniepxkaHy (YIynieHy)
OCTaHHBOIO BHUIOAy, sIKy 0 Posronomryroda
CTOpOHA oOfepXkaia B pasi, SKIO Taka

indopmaris 3aJIUIIaIach ou
HEPO3TOJIOMIEHOIO.

44. 3a KOXEH BHIA/I0K NOpY1UEHHS
nependayeHuX i€l YTOHOr 3000B’sI3aHb
mono KoHpineHuifinocti, ITpuiimMaroua
CTOpOHa  3000B’f3aHa  BiJIIKOAYBaTH
Posronomrytouiit  Croponi BCi  30UTKH,

CIIPHYMHEH] TaKkiM MOPYINEHHSIM, a TaKOXK
"Ha BHMOTY OCTaHHEOI — CIUIATHTH
y3ro/pkeHy (ikcoBaHy KOMMEHCAIIi0, IO
ctaHoBHUTH 40 000 (COpOK THUCST) TPUBEHb.
4.5. llIrpadwu, yIymeHa BUTOZIA Ta
BiZIIKOZYBAHHS MKOIY MiIIAraloTh OIIATI
IIpuiiMaro4oro CTOpPOHOIO mpoTsIroM 14
poboumx [HIB Big JaTH BHUCTaBIECHHS
paxyHKy Ha ix omiary Posromomyiouoro
Croponoro. B pasi secnmatu mrpadis,

yIOyLmIeHO BUTOAM Ta BiJNIKOAYBaHHS
IIKO/IH, 1o I UIAraloTh OIUIaTi
[puiiMar040l0  CTOPOHOK  TPOTATOM
BCTAQHOBJICHOTO MM MYHKTOM  dacy,
Posronouryroya cropoHa Mae — mpaBo

3BEPHYTHCS [I BiIIKOIyBaHHS WIKOMH 110
cyny.
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5.1

5.2.

5.3.

6.1.

6.2.

6.3.

6.4.

6.5.

5. DISPUTE RESOLUTION

The Parties shall endeavour to resolve all
disputes that may arise in connection with
this Agreement, including any issues

regarding its performance, conclusion,
validity or  termination, through
negotiations.

The language of negotiations between the
Parties shall be Ukrainian if both Parties are
legal entities registered in Ukraine, and
English if one of the Parties is a foreign legal
entity and a non-resident within the meaning
of the Tax Code of Ukraine.

If the Parties fail to reach an agreement in
the course of negotiations within a
reasonable period of time from the date of
their commencement, the dispute shall be
considered and resolved by the relevant
court in accordance with the laws of
Ukraine.

6. FINAL PROVISIONS

This Agreement shall be deemed concluded
upon being signed by the Parties.

This Agreement shall also apply to all
information of the Organisation that became
known to the Receiving Party prior to the
date of this Agreement.

The Receiving Party’s obligations under this
Agreement (except as provided for in clause
3.1.7) shall be valid from the date of
conclusion and for three (3) years from the
date of termination of cooperation between
the Parties.

The Disclosing Party has the right to assign
its rights and obligations under this
Agreement to other persons. The Receiving
Party has no right to assign its rights and
obligations under this Agreement to other
persons without the prior written consent of
the Disclosing Party.

This Agreement cannot be terminated
unilaterally. Any amendments and
supplements to this Agreement shall be valid
only if made in writing and signed by both
Parties.

5.1.

5.2.

5.3.

6.1.

6.2.

6.3.

6.4.

6.5.

5. MOPSAAAOK BUPIIIEHHS CIIOPIB

Bei cnopu, ski MOXyTh BHHHKHYTH Y
3B’513Ky 3 L1i€10 YTOIO0I0, BKIIIOYA0UH Gy Ib-
AKi TUTaHHS CTOCOBHO 1ii BHKOHAHHS,
YKIaieHHd, JilicHoCTi 4M  posipBaHHs,
Croponn OyIyTh HamaraTwcs BHPIiIIHTH
LULIXOM [EePeroBOpiB.

MoBor0 1eperoBopiB Mix CTOpOHaMM €
YKpaiHCbKa MOBa, fKIIO IIBi CTOPOHH €
3apeECTPOBAHNME B YKpaiHi I0pHINIHIMUA
ocobammy, i aHrmilickka MoBa, B pasi SKuIO
OnHa i3 CTOpiH yromum € iHO3eMHOIO
FOPHIMYHOI OCOOOI0 Ta HEPE3UIEHTOM B
po3yminni [TonaTkoBoro komekcy Ykpainm.

Y pasi, skmo CropoHH He HOCATIH
JIOMOBJIEHOCTI B TIpOIleCi IIepPeroBOpiB
MPOTATOM PO3YMHOIO CTPOKY Bii IHS iX
HOYaTKy, Cmip Mae OyTH PO3IISHYTHH i
BUpIIIeHN# BiONOBIAHUM CyIOM 3rifHO i3
3aKOHOZIaBCTBOM YKpaiHM.

6. IPUKIHIEBI ITIOJIOKEHHS

Lls VYroma BBaXaeTbCs YKIANEHOK 3
MOMEHTY migmucaHHs i CTopoHaMmu.

Hist i€l Yroom MOWMPIOETECS TAaKOXK Ha
BCIo iH(opmarito Opramizawii, saxi cramu
Binomi IlpuiiMarouili cropoHi g0 natu
yKJIaneHHs 1iei Yromau.

O060B’ 5131 Ipnitmarogol CTOpPOHH,
nepenbayeni  mielo  Vromoro  (kpim
nepenbayenux 1. 3.1.7), Aif0Th 3 MOMEHTY
YKJIAIEHHS Ta OpOTAroM 3 (TphOX) POKiB 3

MOMEHTY IIPUIUHEHHS CHIiBOpami Mix
CTOpPOHaMH YTOAU.
Posronomryroua  cropoma Mae  mpaso

repenaBaTd CBOI mIpaBa Ta OOOB’SI3KH 3a
iero Yronoro inmum ocobam. [MpuiimMaroda
CTOpOHa HE Mae IpaBa MepeNaBaTH CBOI
IIpaBa Ta 000B’ 13K 32 Ii€0 YTOM0I0 iHmMM
0cobam 0Oe3 monepeHbOI MUCEMOBOI 3rOH
Po3sronomyrouoi ctoponm.

Vroga He mimndrae posipBaHHIO B
OIHOCTOPOHHBOMY TOPSAKY. 3MiHM i
JOTIOBHEHHs1 110 Wiei Yromam nmilicHi nume y
TOMY BHITQIKy, KOJIHM BOHM 3JiliCHeHi y
IUCBMOBiKM GopMi Ta migmucani oBGoma
CropoHamu.
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6.6.

6.7.

6.8.

The Agreement may be terminated upon 6.6.

consent of the Parties on the grounds of early
completion of joint activities,
implementation of projects/programs, loss
of relevance and confidentiality of
information that is the subject of this
Agreement, and for other reasons
determined by the Parties.

This Agreement constitutes the entire and
only agreement between the two Parties with
respect to the subject hereof, and supersedes
all other understandings and agreements
with respect to the subject hereof, whether
reached or expressed in any form.

The Parties agree that this Agreement shall
be valid and enforceable if signed in writing
and/or in electronic form (including by
exchanging scanned copies via email or a
recognized electronic signature provider)
and which is equivalent to the original in
writing. Qualified electronic signatures shall
be used for signing the Agreement in
accordance with the Law “On Electronic
Identification and  Electronic  Trust
Services”.

7. DETAILS OF THE PARTIES

The Disclosing Party

CHARITABLE ORGANISATION
“MALTESER RELIEF SERVICE IN

LVIV”»

EDRPOU code 19323705

8 Akademika Bohomoltsia Str., apt. 2, Lviv, Lviv
region, 79005, Ukraine

c/a UA 04780000000260042360005

MFO 320478

Bank “Ukrgasbank”

The Receiving Party

SIGNATURES OF THE PARTIES

The Disclosing Party

6.7.

6.8.

Vrona moxe OyTH posipBaHa 3a 3rofol0

CTOPiH 3  MiACTaB  JOCTPOKOBOIO
3aBEepIICHHS CIIUTBHOT JisIbHOCTI,
BUKOHAHHS  IIPOEKTiB/TIpOrpaM, BTpaTw
aKTYaJIbHOCTI i KOHQineHIiHOCTI

indopmariero, Mo € npeaMeToM wiei yromu ,
3 iHIIMX IPUYMHY BU3HAYEHUX CTOPOHAMM.

s VYroma € mimicHoo 1 equHON0
JOMOBJIEHICTIO MiX JBomMa CropoHamu
CTOCOBHO TpeaMeTy uboro IlpaBoumHy, i
3aMiHIO€ BCi iHIII JOMOBNEHOCTI i yromu
CTOCOBHO HOro mpeaMmery, ski Oyiam
JOCATHYTI a60 BHpaxeHi B Oymp-sKiii
bopmi.

CTOpOHM HOTOIKYIOTECS, IO I Yroza, €
YUHHOIO Ta Ma€ IOPHANYHY CHILY, SKILIO
HiANKCaHHs 31ifiCHEHO B MUCHMOBIH Ta/abo
B €JIEKTPOHHiH dopmi (y T. 4. yepe3 o6MiH
CKaHOBaHVMH KOIIisIMH 33 JOIIOMOI'O0 email
a0 BH3HAHOTO MpOBaiiZepa eIEeKTPOHHUX
MANKCiB) Ta sKa [PUPIBHIOETECA JO
opuTriHaIy y MICBMOBI hopmi.
3acTocyBaHHS KBaNi(ikoBaHUX
€JIEKTPOHHUX IAMUCIB I IiAMACaHHS
yroay BinGyBaeThCs BiONOBIIHO [0 3aKOHY
«Ilpo enexTpoHHy imeHTH(iKalilo Ta
€JIEKTPOHHI JAOBipYi MOCTYTw».

7. PEKBI3UTH CTOPIH

Posrosomyoua cropona

BJATI'OAIIMHA OPTAHI3ALIIS
«MAJIBTIMCBKA CJYKBA 1ONIOMOI'H
Y JbBOBI»

Kox €JIPTIOY 19323705

Vkpaina, 79005, JIeBiBcbKa 00611., MicTO JIBbBIB,
ByJl. Akazemika boromonsng, 6. 8, xB. 2

P/p UA 04780000000260042360005

M®O 320478

bank «Ykpraz6ank»

ITpuniimaroua cropona

IIAIIACHA CTOPTH

Posro.uomyloqa CTOpOHA

Director / Tupextop

The Receiving Party

Titko P.V. / Titko ILB.

Ilpuiimaroua cropona
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